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Current methods of authentication and access control include
username/password, phone, or smartcard. Authentication can
be performed at three distinct levels, and is often performed
through a combination of levels known as multi-factor or two-
step authentication. The three levels of authentication are as
follows:

1. Something you know (Like a password)
2. Something you have (Like a key)
3. Something you are (Like a fingerprint)

Two-step authentication with a phone or a smartcard has
gained popularity recently. The most popular method involves
sending time sensitive codes to the user’s phone, with the user
then typing in the code in order to verify possession of their
smart phone (as something they have).

Although providing a time-variant secret code through a user’s
phone or a smartcard is an improvement in security when
compared to a static username/password, there are two
problems with this method. The first problem is the security
vulnerabilities inherent to smartphone’s design. This includes
operating system vulnerabilities, malicious applications, and
theft. The second problem is that malicious administrators can
bypass the authentication servers in order to access the user’s
data.

This work proposes a new way of adopting smartcards for
authentication. With smartcards to manage session keys,
users are in ful l control of their data stored on the Cloud,
making the system resil ient not only from attackers but
also from administrators. Key storage only takes place on
a user ’s smartcard, ensuring that data is protected when
uploaded to the Cloud by separating key from data. This
method of authentication will assure users establish
their confidentiality in the age of IoT.

Current methods of two-step authentication leave the burden
of privacy on private companies, and makes the servers
targets for attack. Two-step authentication through smart
cards provides stronger security while also allowing for
relatively easy and secure client-side encryption. Smart card
storage of encryption keys gives users assurance that their
data is protected while also providing a more secure method
of authenticating users.
This research demonstrates the success of integrating security
during the IoT architectural design stage rather than after
postproduction patches

Create model for single sign on using smart card emulation 
via Host-Card Emulation and Secure Element technologies

Create quantitative measurements for security of storing 
encryption keys on smart cards vs. traditional methods

 Implement transport encryption to protect 
communications on the USB between the card reader and 
the computer.

Future Work

User Interface :
Step 1. User selects a f i le
Step 2. User retrieves encryption 

key from the smart card
Step 3. User encrypts or decrypts 

the f i le

C# Code Snipets:
 Key Retrieval

readerHandle = wpx.CLX_OpenUSBreader(0, wpx.CLX_RTypePCSC, 1);
retCode = wpx.CLX_LinearRecordRead(readerHandle, 1, 16, str1);  // Read Record #1 
(16 Bytes)
retCode = wpx.CLX_LinearRecordWrite(readerHandle, 1, 16, str1);

 Encryption
outFileStream.Write(encryptedSInBytes, 0, sInBytes.Length);
RijndaelManaged rd = new RijndaelManaged();
rd.Key = key;
rd.Mode = CipherMode.CBC;
rd.IV = IV;
ICryptoTransform transform = rd.CreateEncryptor(key, IV);

 Decryption
CryptoStream outStreamDecrypted = new CryptoStream(outFileStream, transform, 
CryptoStreamMode.Write);
outStreamDecrypted.Write(data, 0, count);

Prototyping Techniques :
We developed the Smart Fi le Protection 

Software in Visual  Studio using C#.NET.
The encryption algorithm used is AES with 

a cryptographical ly secure 128-bit  key.
We also used an IV of 128-bits.
Encrypted f i les have an extension of 

“.enc”.
The Smart Fi le Protection Software works 

on al l  types of f i les including text,  video, 
audio.

The Winplex API was used to communicate 
with the CardLogix smart card[4].

Abstract
The cloud has revolutionized the way that developers and
users view the Internet. While the cloud has added many
different utilities for users, it also has exposed these utilities
to cyberattacks. Security breaches where user files are
compromised have shaken the user’s trust in cloud storage. In
order to improve protection of user files and restore their
trust, a new method of authenticating access to user files is
proposed. This work focuses on applying Strong
Authentication (mutually independent two-factor
authentication) to the user’s files. Authentication can be
viewed as the first line of defense when it comes to
cybersecurity, and two-factor authentication is becoming the
industry standard method where a user must provide
something they know and something they have in order to
verify their identity. This approach facilitates a policy which
emphasizes resiliency by putting control in the hands of the
user rather than burdening the cloud based organization.

Using an IoT testbed that is part of the Secure IoT Research Lab at
the University of Massachusetts Dartmouth, experiments on this
novel method of authentication are conducted from both the
offensive and defensive sides of security.
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Problem

Testbed Experiments:
Defensive side – File Encryption using “Smart File Protection” program. The 
encrypted file and message are displayed in the top figure, and the decrypted 
message and file and displayed in the bottom figure.
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