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Background and Method 

How did we build our SDN? 
We constructed an architecture that decouples the network control and forwarding 
functions, enabling the network control to become directly programmable and allows 
for a centralized view of the overall network. This centralized control is managed by 
our Ryu controller-- a python based network framework.  Ryu works on the 
application layer of the network to control and modify the traffic and its contents.   
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What can we do with this new architecture? 
With this new addition to the network architecture, we could write applications in 
Python. We used these applications to observe the control and visibility that our SDN 
offered. We wanted to see just how much of the network was able to be seen and 
how much control we had over the traffic and its contents.  

What can we see now? 
We developed an application that actively scanned the network. It did so by sending 
packets from the controller to devices on the network to gather their information and 
create a topographical map of every device and its corresponding links, using a 
variety of queries and acknowledgment requests. Our final result was a graphic of 
every host and switch on the network as shown below. 

Results 

Results (Cont’d) 
How much control did we have over our traffic? 
We wrote several applications to not only modify the flow of traffic on the switches 
themselves but also to use the controller as a “man-in-the-middle” in between any 
device's connection. With this new mobility around the network’s devices, we had full 
control over almost all traffic and its contents.  
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The controller can inject data into packets en route to their destination. 

Flow Modifications 
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The controller can send flow modifications to any switch. This can be 
either changing the flow path or even just dropping traffic given 

specified credentials of the targeted packets.  

Project Ideas: 
The possibilities of future research are endless. New applications can be made to 
monitor traffic and automate optimization of traffic flow as well as detection of 
anomalous and possibly malicious data coming into the network. Also, with the ability 
to spoof any hardware or software address, the controller can make injections into all 
traffic paths and the contents within without a trace. This concept can lead into many 
project ideas.  
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What is a Software Defined Network (SDN)? 
A SDN is a modification of the conventional network that most of us use everyday. 
This modification made the normal network more efficient, less expensive and easier 
to control and monitor. Software Defined networks were already being implemented 
by companies such as Google and Facebook, even though it is a relatively new 
concept. 


