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Executive Summary 

“Cyber threats pose an enormous challenge for our country. As long as I'm president, protecting 

America's digital infrastructure is going to remain a top national security priority.”1 

       President Barack Obama, January 13, 2015 

 

 

In September 2013 the National Governors Association (NGA) published a document 

entitled “Act and Adjust: A Call to Action for Governors for Cybersecurity.”  This document 

outlined the need for a national coordinated response to address the emerging cyber threats 

targeting state critical infrastructure.  Through the “Act and Adjust” document, the governors 

identified cyberattacks as a significant threat to homeland security and that the current approach 

by the government to meet this need is not working.  To address the problem raised by the 

National Governors Association, this paper explores the current cyber forces being fielded by the 

Department of Defense (DoD), the roadmap for the future cyber forces, the gaps that exist in 

meeting the governors’ needs, and how the unique capabilities of the National Guard can help 

meet  those needs. Because the paper is focused on providing solutions for the nation’s 

governors, it specifically addresses their two primary areas of cyber concern:  vulnerability 

assessment and incident response.  Through detailed analysis, the paper provides a preferred 

option for structuring National Guard cyber forces to provide the governors with their requested 

cyber vulnerability assessment and incident response capabilities.  Ultimately, it is recommended 

that National Guard units be structured as cyber platoons reinforcing existing Civil Support 

Teams (CSTs).   This option is called the reinforced Civil Support Team model.  The specific 

analysis considers three options for the structuring National Guard units to provide governors 

both cyber vulnerability assessment and incident response: (1) a Cyber Defense Team model; (2) 

a reinforced Civil Support Team model; and, (3) a Homeland Response Force (HRF) based 

model. 
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Findings 

 Governors do not have a dedicated force to provide cyber vulnerability assessment and 

incident response capabilities to counter increasing cyber threats against critical 

infrastructure.  

 Only a few states currently have National Guard cyber units that have capabilities to support 

the governors. 

 The current DoD employment plan for National Guard cyber forces is to augment U.S. Cyber 

Command (USCYBERCOM) Title 10 forces. Roles and missions are still being defined for 

National Guard cyber forces.  

 There is National Guard organizational force structure in all 54 U.S. states and territories. 

 There is currently a lack of standardization guiding the training and employment of newly 

formed cyber units that are intended to provide governors cyber vulnerability assessment and 

incident response capabilities.  

Conclusions 

 The nation’s governors require a dedicated cyber force to provide vulnerability assessment 

and incident response capabilities. 

 The National Guard is uniquely capable of providing cyber vulnerability assessment and 

incident response capabilities in the states that have cyber forces. These states have the right 

people, at the right place, and at the right time to fill the need for protecting critical state 

infrastructure. 

 The current DoD employment plan for National Guard cyber forces is inadequate to address 

the governors’ need for vulnerability assessment and incident response capabilities.  

 Of the 3 National Guard structure options analyzed, the reinforced Civil Support Team model 

is best suited to meet the requirements of the governors for vulnerability assessment and 

incident response.  

Recommendations 

 The governors make the case to the U.S. Congress via the Council of Governors and the 

National Governors Association that the security of state critical infrastructure is not being 

met by the current cyber deployment strategy. 
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 The DoD should reevaluate the planned cyber organizational model and consider using 

National Guard cyber units as reinforced Civil Support Teams. Such use will require 

associated budgeting.  

 The U.S. Congress should enact federal legislation under Title 32 incorporating National 

Guard cyber units as reinforced Civil Support teams into the broader Department of 

Homeland Security’s national cyber protection strategy. 

 The DoD should deploy National Guard cyber platoons within each of the existing Civil 

Support Teams across the 54 U.S. states and territories. 
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1 

Introduction  

In September 2013 the National Governors Association (NGA) published a document 

entitled Act and Adjust: A Call to Action for Governors for Cybersecurity.  This document 

outlined the need for a national coordinated response to address the emerging cyber threats 

targeting state critical infrastructure.  Through the Act and Adjust document, the governors 

identified cyberattacks as a significant threat to homeland security.  To address the problem 

raised by the National Governors Association, this paper explores the current cyber forces being 

fielded by the Department of Defense (DoD), the roadmap for the future cyber forces, the gaps 

that exist in meeting the governors’ needs, and how the capabilities of the National Guard can 

help meet this need.  It specifically addresses their two primary areas of cyber concern:  

vulnerability assessment and incident response.  A detailed analysis provides a preferred option 

for structuring National Guard cyber forces to provide the governors with their requested cyber 

vulnerability assessment and incident response capabilities.  An approach called the reinforced 

Civil Support Team model is recommended where the National Guard units would be structured 

as cyber platoons reinforcing existing Civil Support Teams.  

This introductory chapter details the current cyber threats targeting U.S. homeland 

critical infrastructure to illustrate the need for enhanced state cyber vulnerability assessment and 

incident response capabilities.  Chapter 2 addresses why the National Guard is uniquely 

positioned to provide cyber vulnerability assessment and incident response programs and 

Chapter 3 outlines the current structure, deployment and capabilities of National Guard cyber 

forces.  Chapter 4 examines National Guard cyber forces in the greater context of the National 

Cyber Mission Force and details why that plan is inadequate to address the governor’s need for 

vulnerability assessment and incident response.  Chapter 5 analyzes three employment options 

for National Guard cyber units that, unlike the proposed DoD employment plan, will provide the 
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required domestic cyber vulnerability assessment and incident response capabilities to meet the 

governors’ needs.  Chapter 6 summarizes findings, conclusions, and recommendations.  Given 

the fact that cyber defense is an evolving area of national and homeland security, Chapter 7 

provides substantive recommendations for future research on this topic.          

                                                                                                                                          

The Cyber Threat to U.S. Critical Infrastructure  

The U.S. homeland is currently under attack.  The threat posed by the increasing quantity 

and sophistication of cyberattacks on critical infrastructure has moved leaders at all levels of 

government to take action.  Summarizing the challenges faced by governors with regard to 

cyberattacks, Colorado Governor John Hickenlooper, the vice chair of the National Governors 

Association, recently stated “The next battlefront is likely not a field or town, but a computer 

network that supports our critical infrastructure.”2  Alarmingly, there is increasing evidence to 

suggest that the battlefront Governor Hickenlooper describes is already taking shape.  In recent 

testimony before the U.S. House (Select) Intelligence Committee Director of the National 

Security Agency and Commander of US CYBERCOM Admiral Mike Rogers stated that, “There 

shouldn’t be any doubt in our minds that there are nation-states and groups out there that have 

the capability to enter our systems and to shut down, to forestall our ability to operate, our basic 

infrastructure.”3 When asked to explain specifically what such a cyberattack would look like 

Admiral Rogers provided the following response:    

 So once you are into the system and you’re able to do that, it enables you to do things 

 like, if I want to tell power turbines to go offline and stop generating power, you can do 

 that. If I wanted to segment the transmission systems so that you couldn’t distribute the  

 power coming out of power stations, this would enable you to do that…It enables  you to 

 shut down very segmented, very tailored parts of our infrastructure that would forestall 

 our ability to provide that service to our citizens.4 

 

In an effort to detect, thwart, and counter cyberattacks such as those described by 

Admiral Rogers, the U.S. Department of Homeland Security (DHS) developed the Industrial 

Control Systems Cyber Emergency Response Team. (ICS-CERT).  The mission of this team is to 

“Reduce risks within and across all critical infrastructure sectors by partnering with law 

enforcement agencies and the intelligence community and coordinating efforts among Federal, 

state, local, and tribal governments and control systems owners, operators, and vendors”.5  To 

illustrate the cyber threat to critical infrastructure, consider Figure 1 which depicts the total 
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number of responses the ICS-CERT made in FY-2013.  While these numbers are troubling, even 

more alarming is the volume of cyberattacks that were reported to the DHS in 2014.  According 

to Andy Ozment, DHS Assistant Secretary for Cybersecurity and Communications, last year 

DHS received over 97,000 cyber incident reports prompting them to issue nearly 12,000 cyber 

alerts.6 

 

Figure 1 - DHS Industrial Control Systems Cyber Emergency Response Team FY-13 Responses7 

While the ICS-CERT provides the Federal Government, through the DHS, an agency to 

respond to cyberattacks on critical infrastructure, no such agency exists at the state level.  Many 

states have appointed chief information security officers (CISOs) to develop and execute 

information technology (IT) security policies.  Yet according to the National Governors 

Association, CISOs have “only limited responsibility and authority over statewide cyber 

networks.”8  To illustrate this point, the National Association of State Chief Information Officers 

conducted a survey in which 56% of state CISO’s noted they have authority over only their 

executive branch agencies, departments and officers.”9     
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 The data presented in this chapter may lead one to conclude the best course of action to 

mitigate this threat is to expand the authorities of the aforementioned DHS Cyber Emergency 

Response Team and/or the state CISOs.  While this seems logical, the challenges associated with 

doing so are noteworthy and will be addressed in detail in Chapter 2.  Regardless of the agency 

that is ultimately charged with providing governors with vulnerability assessment and incident 

response capabilities, the evidence presented in this chapter indicates a dangerous and evolving 

threat of cyberattacks against critical infrastructure.  In light of this threat, the governors have 

requested and are in need of cyber vulnerability assessment and incident response capabilities.   
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2 

Why the National Guard Can Answer the Governors’ Cyber 

Call for Action  

As discussed in Chapter 1, the nation’s governors have indicated they need additional 

capabilities in support of cyber vulnerability assessment and incident response in order to thwart 

evolving cyber threats.  While the Department of Homeland Security’s ICS-CERT and state 

CISO’s are possible options to provide these capabilities, each of these organizations has 

noteworthy limitations that will be discussed in this chapter.  Additionally, and by contrast, this 

chapter will detail six specific reasons the National Guard is capable of providing the nation’s 

governors cyber vulnerability assessment and incident response capabilities.  While none of the 

six characteristics discussed are individually unique, unlike both the DHS Cyber Emergency 

Response Team and state CISOs, the National Guard has the capability to leverage all of these 

desirable qualities simultaneously.    

The DHS ICS-CERT is the nation’s leading cyber emergency responder.  As such, this 

organization should logically be considered to provide the state governors with vulnerability 

assessment and incident response capabilities.  However, there are several reasons this team 

would not be able to effectively respond to the governors’ needs.   

First, as their name suggests, this organization is an emergency response team.  As such, 

they are trained and organized to respond to cyberattacks after they have occurred.  In calling for 

vulnerability assessment capabilities, governors are specifically requesting capabilities prior to a 

cyberattack.  These are capabilities that emergency response teams are not designed, trained, 

staffed or equipped to provide.   

Second, as a federal agency, the ICS-CERT lacks the detailed knowledge of, and 

experience with, the critical infrastructure providers at the state level.    Each state is different 

and unique, not only in what they consider critical infrastructure, but also who operates that 
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infrastructure.  For example, as the financial capital of the world, New York considers the 

financial industry as critical infrastructure, while as evidenced by the recent cyberattack on Sony 

Pictures, California is acutely interested in protecting and operating the entertainment industry.  

Due to this uniqueness, governors require an organization that can build relationships with the 

local providers within their state to establish strong vulnerability assessment practices and, in the 

event of an attack, use those relationships to effectively respond to the emergency.  As a federal 

organization, the DHS ICS-CERT is ill-equipped for this purpose.   

Third, as the chief executive of the state, governors are ultimately responsible for 

executing the emergency response efforts within their states.  Therefore, any organization tasked 

with responding to a cyber emergency within the state should operate under the control and 

direction of the governor.  As a federal agency, the DHS ICS-CERT   is clearly outside the 

command and control authority of state governors.  It should be noted that, just as the Federal 

Emergency Management Agency (FEMA) provides governors assistance during a federally 

declared disaster, ICS-CERT can and should provide the governor assistance during a cyber 

emergency.  However, just like FEMA, which is not a substitute for state emergency 

management agencies, ICS-CERT is not an adequate substitute for state cyber emergency teams.   

Expanding the authorities of state CISOs should also be considered when evaluating 

which agency would best provide governors with adequate vulnerability assessment and incident 

response capabilities.  However, like the federal cyber emergency response teams, doing so 

would be problematic in significant ways.  Specifically, there are two key challenges that exist 

when using CISOs to provide cyber vulnerability assessment and incident response. 

First, to provide vulnerability assessment the operators must have detailed knowledge of 

the current threat tactics.  This threat knowledge, to the extent the threat emanates from an 

adversarial nation state or international terror organization, is identified, assessed and processed 

through USCYBERCOM in coordination with the DHS.  Acquiring this detailed knowledge is a 

significant challenge for state CISO’s because they do not possess the high level security 

clearances to interact with USCYBERCOM or the DHS.  Second, the agency providing 

governors cyber incident response capabilities must have familiarity with the existing emergency 

management framework to coordinate the broader response efforts at the federal, state, and local 

levels.  State CISO’s are specialists in information technology systems and have little, if any, 

knowledge of existing emergency management processes and procedures.  While they do operate 



 14 

under the direct authority of state governors they are not charged with executing emergency 

response and therefore are ill-equipped to operate in that capacity.   

Unlike the DHS Cyber Incident Response Team and state CISOs, the National Guard is 

positioned to provide the nation’s governors with their requested cyber vulnerability assessment 

and incident response capabilities.  Specifically, there are six reasons why the National Guard is 

capable of answering the governors’ cyber call for action.  Those reasons are:  (1) National 

Guard cyber units are federally trained and organized; (2) National Guard members possess 

preexisting required security clearances; (3) National Guard members have the ability to connect 

with both public and private industries that are responsible for protecting critical state 

infrastructure; (4) National Guard members have knowledge of, and experience with, existing 

federal, state and local emergency management systems; (5) National Guard cyber units can 

accomplish tasks that support federal, state and local missions while working in different 

authority statuses; and, (6) the National Guard can attract and maintain highly skilled civilian 

cyber professionals.  It should be stressed that none of these characteristic are exclusive to the 

National Guard.  Rather, the National Guard’s uniqueness stems from their ability to leverage all 

of these characteristics simultaneously.   

First, the National Guard can provide both cyber vulnerability assessment and 

incident response capabilities because they are federally trained and organized cyber units.  

All National Guard cyber units are trained and certified to operate in support of their parent 

military department.  Therefore, Air National Guard cyber units are trained and certified by the 

United States Air Force Cyber Command while Army National Guard cyber units are trained and 

certified by the United States Army Cyber Command.  This affiliation provides governors with 

cyber units that are organized, trained, and evaluated by USCYBERCOM to provide 

vulnerability assessment and incident response.  In fact, in the September 2014 document 

entitled National Guard Bureau Cyber Mission Analysis Assessment, the Chief of the National 

Guard Bureau addressed the DoD’s assertion that a common, persistent training environment is 

required for both active and reserve cyberspace forces by stating that, “NGB strongly agrees with 

the need for a persistent training environment to provide adequate support for all Service and 

Reserve Component training activities.  This capability is long overdue and essential to building 

the Total Force in Cyber.”10  
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 This common cyber training environment is directly tied to the second reason the 

National Guard is well positioned to provide cyber vulnerability assessment and incident 

response.  Because, when fully fielded, National Guard cyber units will operate in this persistent 

training environment with other national cyber forces, but most importantly, they will possess 

the necessary high level security clearances.  The possession of these high level security 

clearances is especially critical when providing vulnerability assessment and emergency 

response to cyber threats targeting homeland critical infrastructure.  This is important because, as 

indicated by Michael Roskind who serves as the U.S. Department of Homeland Security Deputy 

Director of the National Coordinating Center for Communications, most state and local 

emergency responders do not possess Top Secret clearances that would allow them to effectively 

communicate with federal cyber response forces, from the Department of Homeland Security or 

the Department of Defense.11  As fully certified members of the USCYBERCOM National 

Cyber Force which will discussed in detail in Chapter 4, all National Guard cyber forces are 

required to possess Top Secret clearances as deemed critical by Mr. Roskind.     

 Third, National Guard forces are uniquely positioned to provide vulnerability 

assessment and incident response because they have the ability to connect with both public 

and private industries comprising critical state infrastructure.  Given the fact that 85% of 

the nation’s critical infrastructure is owned and operated by private companies, governmental 

emergency responders must have relationships with and operational knowledge of, private sector 

companies.  These relationships and knowledge are essential so that in the event of a debilitating 

cyberattack governmental emergency response can be rapid and effective.12  The National Guard 

is positioned to bridge the gap between the private companies that provide essential services and 

the levels of government that must ensure they are operationally capable of providing those 

services.  An excellent example of a National Guard cyber unit working with private 

infrastructure providers is evidenced through the efforts of the Michigan National Guard.  

Operating on the fundamental understanding that cybersecurity is a cooperative effort, the State 

of Michigan is leading the nation by bringing together public and private agencies, including the 

Michigan National Guard, to address the challenges of cyber security.  Consider Figure 2 which 

illustrates the governmental agencies and their respective roles that the State of Michigan 

determined to be essential to providing cybersecurity throughout the state. 
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Figure 2 - Michigan's Cybersecurity Ecosystem13 

Of important note in Figure 2, the State of Michigan brings together all public and private 

agencies that comprise its “Cyber Ecosystem” through a first in the nation Cyber Range.  As 

noted during its 2012 opening, the function of the Michigan Cyber Range is to “serve as a central 

resource hub and a partner in innovation and collaboration.”14   Key partners in the Cyber Range 

include the Michigan National Guard, the U.S. Department of Homeland Security, DTE Energy, 

Consumers Energy, Eastern Michigan University and Ferris State University.15  Operating 

together these agencies collaborate in the Michigan Cyber Range to enhance the following  

critical areas: 

 Infrastructure defense 

 Homeland security 

 Criminal justice and law enforcement 

 Academic and educational programs and curricula related to information and 

communications technology (ICT) 

 Entrepreneurial, small and medium businesses in the private sector16 

 

The fourth reason National Guard cyber forces are positioned and capable of providing 

vulnerability assessment and incident response is because its members have knowledge of, 

and experience with, existing federal, state and local emergency management systems.  

Both the Army and Air National Guard are fully integrated into emergency response systems at 

all levels of government.  In times of disaster, the National Guard is a full partner in the 

execution of federal and state emergency management systems.  This partnership means National 
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Guard personnel have established essential relationships and possess the functional knowledge to 

operate within these systems.  This familiarity with emergency management is an essential 

requirement of cyber emergency responders due to the necessity to communicate and coordinate 

across all levels of government as well as the private sector.  With respect to cyber emergency 

response, this capability is a particular strength of the National Guard. 

 Fifth, the National Guard is positioned to provide vulnerability assessment and 

incident response because National Guard cyber units can accomplish tasks that support 

federal, state, and local missions while working in different statuses.  As noted by Lieutenant 

General H. Steven Blum, former Chief of the National Guard Bureau, the National Guard’s 

“unique ability to work in three legal statuses makes the Guard the most versatile DOD force 

available to the Federal Government for homeland security, homeland defense (HD), and 

military assistance to civil authorities (MACA).17  Specifically, the three legal authority statuses 

unique to National Guard forces are:   

 State Active Duty - States employ their National Guard forces under state control for 

state purposes and at state expense; command and control rests with the governor.  

 

 Title 32 Duty - Under  Title 32 of the U.S. Code, the National Guard is federally funded 

but under the command and control of the state’s governor even though the Guard is 

employed “in the service of the United States.” The purpose of the service may be either 

shared state/federal or for a primary federal purpose.  

 

 Title 10 Duty - Under Title 10 of the U.S. Code, the National Guard is deployed by the 

President for a federal purpose; command and control rests solely with the President and 

the Federal Government.18
 

 

 
 

Recently, the Chief of the National Guard Bureau discussed National Guard cyber forces 

operating in the three statuses and noted, “U.S. Code provisions permit National Guard forces to 

support domestic missions related to supporting law enforcement, homeland operations, and 

Defense Support of Civil Authorities-related cyberspace activities.  National Guard personnel 

could be used to perform cyberspace missions in Title 10 or Title 32 Status.”19  Additionally, the 

NGB Chief noted that, “National Guard personnel could be used in State Active Duty status to 

perform related State cyberspace missions in support of civil authorities if authorized by State 

and Federal law.”20  The employment capability of operating in all three duty statuses provide 
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National Guard forces the ability bridge the gap between federal, state and local government to 

provide effective cyber vulnerability assessment and incident response.   

The sixth and final reason the National Guard is positioned for cyber defense is that 

the National Guard is able to attract and retain highly skilled individuals from the civilian 

workforce.  In a recent document sent to the U.S. Senate Armed Services Committee addressing 

the development of the National Cyber Force, the DoD noted that “additional flexibility in hiring 

highly-technical civilian cyber professionals is likely required.”21  The National Guard is ideally 

positioned to attract these highly skilled cyber professionals because individuals can continue to 

work in their high paying private sector jobs while serving part time in the National Guard.  

Recruiting these individuals from the private sector would require time to acquire military 

training and the required security clearances, but doing so would have significant benefits for 

both the individual and the National Guard.  For the individual, they would be able to use their 

cyber skills to serve their country through the accomplishment of top secret missions that support 

the national defense.  From the National Guard perspective, they would be able to leverage the 

skills of high tech civilian employees from companies such as Microsoft and Google, as well as 

the operators from the civilian companies that provide 85% of the nation’s critical infrastructure.  

This point was specifically addressed by National Guard leadership when, in the 2015 Posture 

Statement, they noted the following:  “Working for renowned IT companies, our Guard members 

possess unique civilian skills.  The Guard’s part-time structure also helps recruit and retain 

patriotic and skilled cyber warriors who want to serve their country.”22  

 This chapter discussed the limitations of the Department of Homeland Security’s Cyber 

Emergency Response Team and state Chief Information Security Officers in their ability to 

provide the nation’s governors with vulnerability assessment and incident response capabilities.  

Additionally, this chapter identified six specific reasons the National Guard cyber platoons, when 

fully operational, will be positioned to provide the nation’s governors with the cyber 

vulnerability assessment and incident response capabilities they seek.  As will be detailed in 

Chapter Three, like the broader USCYBERCOM National Mission Force, the National Guard 

cyber force is currently being developed and their missions defined.   
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3 

Current National Guard Cyber Force Deployment and 

Capabilities  

Like the U.S. Cyber Command’s National Mission Force to which it belongs, the 

National Guard cyber force is currently in its developmental stages.  That being the case, the 

purpose of this chapter is to discuss the current status of National Guard cyber forces.  

Specifically, this chapter details the current location and capabilities of both Air and Army 

National Guard cyber units and outlines their ability to provide vulnerability assessment and 

incident response.  This discussion lays the foundation for Chapter Four’s examination of the 

current developmental plan for National Guard cyber forces.    

                                                                                                                                         

Air National Guard Cyber Force 

While both the Army and Air National Guard have operational cyber units, as Figure 3 

illustrates, the preponderance of units are currently deployed by the Air National Guard (ANG).  

In total, the ANG currently fields five Cyber Operations Squadrons, five Cyber Intelligence 

Units, three Information Operation Squadrons, and one Information Aggressor Squadron.  As 

will be detailed in the following discussion, the capabilities and missions of these units vary 

greatly with none having the specific mission of providing governors with vulnerability 

assessment or incident response capabilities.   
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Figure 3 - National Guard Cyber Units
23

 

 

It is important to note that none of the units depicted in Figure 3 operate exclusively 

under the command and control of their respective state governor.  Rather, these units are able to 

provide support to their governor only when they are not fulfilling their primary Title 10 support 

mission.  For example, the 175th Cyber Operations Squadron of the Maryland Air National 

Guard has a primary mission of providing Title 10 cyber force application support to 

USCYBERCOM.  However, when not tasked by USCYBERCOM the unit has been able to 

provide limited vulnerability assessment for the State of Maryland’s executive department 

network.  Specifically, the unit has participated in exercises that “feature simulated attacks from 

malicious outsiders or insidious insiders.” 24 According to Mr. Elliot Schlanger, Maryland’s 

Chief Information Security Officer, these vulnerability assessment exercises yielded valuable 

insights into the strengths and weakness of the state’s information networks.25  Additionally, Mr. 

Schlanger specifically noted that he would like to significantly increase, both in size and scope, 
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the vulnerability assessments completed by the Maryland ANG.26  However, according to 

Lieutenant Colonel Vic Macias, Commander of the Maryland ANG’s s 175th Cyber Operations 

Squadron, the unit’s ability to provide the vulnerability assessments as requested by Mr. 

Schlanger is limited by legal and time restrictions.27  

 The following list identifies the current ANG cyber units with their respective location 

and specific cyber mission.28  Note that none of the five Cyber Operations Squadrons, five Cyber 

Intelligence Units, three Information Operation Squadrons, or the Information Aggressor 

Squadron have the primary mission of providing their governor with vulnerability assessment or 

incident response to protect critical infrastructure.   

Air National Guard Cyber Operations Squadrons 

 

 California, 261st Cyber Operations Squadron 

o Mission:  Cyber Interceptor/Hunter Missions 

 Delaware, 166th Cyber Operations Squadron 

o Mission:  Cyber Offensive Force Application 

 Maryland, 175th Cyber Operations Squadron 

o Mission:  Cyber Offensive Force Application 

 Rhode Island, 102nd Cyber Operations Squadron 

o Mission:  Air Force Computer Emergency Response Team Support and 

Forensics 

 Washington, 262nd Cyber Operations Squadron 

o Mission:  Cyber Interceptor/Hunter, Industrial Control System/Supervisory 

Control and Data Acquisition Missions  and Air Force Cyber Command 

Support  

 

Air National Guard Cyber Intelligence Units 

 Kentucky, 223rd Intelligence Flight 

o Mission:  Digital Network Intelligence 

 Ohio, 124th Intelligence Squadron 

o Mission:  Digital Network Intelligence 

 Tennessee, 218th Intelligence Group 
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o Mission:  Digital Network Intelligence 

 Washington, 256th Intelligence Squadron 

o Mission:  Digital Network Intelligence 

 

Air National Guard Information Operations Squadrons 

 Texas, 273rd Information Operation Squadron 

o Mission:  Cyber Support for the 24th Air Force 

 Vermont, 229th Information Operations Squadron 

o Mission:  Cyber Training for the Air Force and Army 

 Washington, 143rd Information Operations Squadron 

o Mission:  Cyber Interceptor/Hunter Missions 

 

Air National Guard Information Aggressor Squadron 

 Kansas, 177th Information Aggressor Squadron 

o Mission:  Cyber Red Teaming Assessments 

 

Army National Guard Cyber Force 

While the Army National Guard (ARNG) cyber force has quantitatively fewer personnel 

than the Air National Guard, the ARNG has established smaller units in each of the 54 U.S. 

states and territories.  The ARNG has deployed Computer Network Defense Teams across the 

United States comprised of eight Soldiers to “assist with National Guard and state network 

security.”29  Due to the limited size of these units they are focused on protecting the state 

National Guard cyber networks and provide governors no vulnerability assessment or incident 

response capabilities for the protection of critical infrastructure. 

 In addition to these Network Defense Teams, the Army has recently commissioned the 

first of eleven planned cyber protection teams.   The 1636th Cyber Protection Team, was 

established on October 7, 2014 and serves as the first and only Army National Guard Active 

Duty Title 10 cyber unit.  Operating from Fort Meade MD, the unit’s mission is to defend and 

secure DoD infrastructure and protect DoD networks.30  During the unit’s commissioning 

ceremony Lieutenant General Edward C. Cardon, Commanding General of U.S. Army Cyber 
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Command, noted that the 1636th Cyber Protection Team is “another indication of the tremendous 

momentum that the Army is building to organize, train and equip its cyberspace operations 

forces.”31   

In summary, the National Guard cyber force is a relatively small but growing force in 

both the ANG and ARNG.  While the preponderance of current cyber personnel are in ANG 

units located in various states across the country, the ARNG has positioned smaller cyber units in 

each of the 54 U.S. states and territories.  Regardless of their size and location, there is no unit in 

the current National Guard cyber force that has the primary mission of providing governors 

vulnerability assessment or incident response capabilities.  However, as will be discussed in 

Chapter Four, these current cyber units represent only a fraction of the planned National Guard 

cyber force and their missions are presently being determined.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 24 

4 

The USCYBERCOM Strategy for the Future Cyber Force  

This chapter expands on the information discussed in Chapter 3 and outlines the 

USCYBERCOM plans for the future cyber force, which is called the Cyber Mission Force.  The 

Cyber Mission Force includes personnel from the National Guard as well as the active 

components across all services in the DoD.  This chapter outlines the mission of the Cyber 

Mission Force, the plans for fielding the force, and describes the shortfalls or gaps in this 

approach as it relates to meeting the needs of the governors for conducting vulnerability 

assessments and response to cyberattacks against critical state infrastructure.    

THE CYBER MISSION FORCE 

 

The United States Cyber Command (USCYBERCOM) was activated on June 23, 2009 

with the mission to centralize the command of cyberspace operations, defend the DoD 

information networks, support combatant commanders, and defend America against cyberattack. 

32   The mission is divided into two main areas, Defensive Cyberspace Operations (DCO) and 

Offensive Cyberspace Operations (OCO).33 

In support of both the DCO and the OCO, USCYBERCOM is forming a Cyber Mission 

Force with cyber professionals from each of the DoD services.  The Cyber Mission Force is 

comprised of three joint tactical commands.   

1. Cyber Combat Mission Force (Offensive Cyber Operations) 

2. Cyber Protection Force (Defensive Cyber Operations) 

3. Cyber National Mission Force (Defensive Cyber Operations) 

The first of the three joint tactical commands to be activated was, the Cyber National 

Mission Force on January 17, 2014.  It is anticipated that it will achieve initial operational 
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capability by the end of Fiscal Year (FY) 201634.  The other two sub-elements are starting to 

form and are expected to be fielded by 2018.    

  

 
 

Figure 4 – U.S. Cyber Command Goals and Missions 35 

 

 

    As outlined in Figure 4, when fully fielded, the Cyber Mission Force will be comprised of 

over 6,000 personnel organized into 133 Teams.  During testimony to the House Armed Services 

Committee on March 4, 2015, Admiral Michael S. Rogers, Commander USCYBERCOM, 

explained the current status, “CYBERCOM and its service cyber components are now about 

halfway through the force build for the CMF, [and] many of its teams are generating capability 

today. We have a target of about 6,200 personnel in 133 teams, with the majority achieving at 

least initial operational capability by the end of fiscal year 2016.”36   On March 5, 2015, there 

was an authorization by the Office of Personnel Management to hire 3,000 cyber personnel to 

support DoD operations including US CYBERCOM.37 

Each service of the DoD contributes teams to build the overall force and they are trained 

to the same standard.  Figure 5 shows the USCYBERCOM mission areas and goals.  This joint 

force is organized to accomplish the following three elements of the overall mission: (1) Cyber 

Combat Mission Teams under the direction of the regional and functional combatant 

commanders to support their objectives; (2) Cyber Protection Teams to help defend DoD 

information environment and our key military cyber terrain; and, (3) Cyber National Mission 

Teams to help defend the nation against a strategic cyberattack on our critical infrastructure and 

key resources.38     
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The service elements of the USCYBERCOM are: Army Cyber Command (ARCYBER); 

Air Forces Cyber (AFCYBER); Fleet Cyber Command (FLTCYBERCOM); and Marine Forces 

Cyber Command (MARFORCYBER). 39    

 

Figure 5 – U.S. Cyber Command Goals and Mission Areas for Cyber Mission Force40 

Service Allocations:  

 U. S. Army (ARCYBER): The Army is contributing 41 teams. Forty of them are from the 

Active Army and one is from the Army National Guard in a Title 10 status. 41  

 U.S. Air Force (AFCYBER): The Air Force is contributing 39 teams.  Thirty-seven of them 

are from the Active Air Force and two are from the Air National Guard in a Title 10 status.42   

 U.S. Navy: The Navy is contributing 40 Teams.43 

 U.S. Marines: The Marines are contributing 13 teams. 

The 133 Teams that comprise the Cyber Mission Force are sub-organized into five types of 

teams. These are outlined in Figure 6.   
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Figure 6 – Cyber Mission Force: Team Types and Missions44 
 

 

THE AIR NATIONAL GUARD (ANG) CYBER UNITS 

a. Requirement: The Air National Guard (ANG) has a requirement from US CYBERCOM to 

staff two Title 10 full-time Cyber Protection Teams (CPTs) and one Title 10 full-time Operations 

portion of a Combat Mission Team (CMT) to contribute to the Cyber Mission Force.  

b. Staffing Plan: The Air National Guard is planning on using 12 squadrons that are currently in 

the process of being activated to support the requirement for the 2 CPTs and 3 squadrons that are 

currently in the process of being activated to support the one Operations portion of the CMF.  

The squadrons will rotate onto Title 10 full-time status on an activated/dwell cycle of 1out of 

every5 years to support fielding the required teams to the Cyber Mission Force.  The squadrons 

that are not in an activated status will have the capability to provide 10 CPTs for use in a part-

time status as a surge capacity if needed.45  The ANG’s approach of fielding Cyber Protection 

Teams (39 personnel) as part of a large ANG squadron (71 personnel) allows it to be staffed with 

cyber operators and ensures adequate maintenance and personnel support to the teams from the 

remaining squadron assets.46  

c. Training Plan: The composition of the ANG CPTs is modeled on the USCYBERCOM Cyber 

Protection Team structure and the personnel are trained to the same standard.  Also, the 

Operations portion of the CMF that the ANG is providing will be trained to the same standard.47 
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THE ARMY NATIONAL GUARD (ARNG) CYBER UNITS 

a. Requirement: The Army National Guard (ARNG) does not have a requirement at this time to 

fill any Cyber Protection Teams of the 133-team CMF.  The ARNG has activated one CPT on 

Title 10 full-time status and it is available for use if required. 

b. Staffing Plan: The ARNG is using a different staffing model than that of the ANG. The 

ARNG has activated one dedicated Title 10 Cyber Protection Team (CPT) in a full-time status, 

and will have 10 additional CPTs by FY 18 in a Title 32 part-time status. The organization of 

each team is modeled on the same staffing structure as the Active Army CPTs for maximum 

commonality in support of the USCYBERCOM mission sets.  The main difference between the 

Active Component CPT and the ARNG CPT is that the Department of the Army Civilians that 

are in the Active Component CPTs are replaced by Army Warrant Officers in the Army National 

Guard CPT.  This is due to the fact that there are no Department of the Army Civilians in the 

ARNG.48  The ARNG is still analyzing the plans to determine where the 10 Part-Time CPTs will 

be assigned and they will likely be spread across the country so that there is one CPT in each of 

the ten FEMA regions.   

c. Training Plan: Currently, the initial funding for the advanced cyber training is limited to the 

133 teams assigned to the CMF.  That funding does not support the additional teams that the 

ARNG is building.  The ARNG is investigating alternative means to pay for the training of its 

Soldiers and is evaluating options to set up a cyber training program at the National Guard 

Professional Education Center in Louisiana.49  

 

THE LIMITATIONS OF THE CURRENT CYBER FORCE STRATEGY IN MEETING THE 

NATIONAL SECURITY NEEDS IN THE HOMELAND 

“There is no Department of Defense solution to our cybersecurity dilemmas. The global 

movement of threat activity in and through cyberspace blurs the U.S. government’s traditional 

understanding of how to address domestic and foreign military, criminal and intelligence 

activities.”  Admiral Michael S. Rogers, Commander US CYBERCOM, March 4, 2015 during testimony 

to the House Armed Service Committee.50 
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        The current cyber force strategy does not sufficiently meet the needs of the 

governors in both organizational structure and operational focus. These limitations create 

gaps where the needs of the governors are not being met in conducting vulnerability assessments 

and incident response: 

1.  In terms of organizational structure, as a means to rapidly field the 133 teams that 

comprise the Cyber Mission Force, USCYBERCOM chose to use the same team 

organizational structure for each of the five different types of teams and tasked each 

service to build a required number of teams that were trained to a common standard.  

While this achieves a high level of commonality from forces that are provided by the different 

services of the DoD, it does not take into account the additional specialized requirements that the 

governors have regarding the security of the homeland.  In essence, the National Guard will be 

building teams that are plug and play with the active component teams, but they are not tailored 

to meet the needs that exist in the homeland.   

For example, the 39-person Cyber Protection team (CPT) is organized into the following sub-

units51: 

1. Blue Team: Mission Protection 

2. Black Team: Hunt Team for Counter-Infiltration 

3. Red Team: Aggressor Team 

4. Green Team: Network Resiliency and Support 

5. White Team: Compliance and Readiness 

    The ARNG and the ANG are fielding CPTs using this this organizational structure and there 

are functions that are not optimized for a homeland mission. In particular, the Red Team function 

of Aggressor team has limited value to governors in a domestic defensive operations intended to 

protect critical state infrastructure assets. 

    Michael Roskind, Department of Homeland Security, Chief ESF-2 Communications and 

Cyber, outlined four immediate needs that states have identified in reference to cyber 

technologies. Items 2 and 4 in the listing to follow match with the National Governors’ 

Association Call to Action document introduced in Chapter 1. The remaining two items in the 

list below are actually supporting tasks to those same requirements52: 
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1. Defend National Guard computer networks so there are protected lines of communication 

in the state during crises. 

2. Assist in the assessment of the critical infrastructure in the states (electric grid, 

transportation systems, and water systems) in advance of a cyber crisis so that appropriate 

risk mitigation and resource allocation decisions can be made. 

3. Develop close working relationships with the private agencies that operate the critical 

state infrastructure systems in advance of a crisis so that in times of need, critical liaison 

activities can be done to aid in the response effort. 

4. Provide emergency management response leadership in the FEMA organizational 

structure and provide expertise for the governors and state adjutant generals so that 

effective prioritization of assets can be performed during a cyber response effort.   

     With the Cyber Protection Teams modeled on the  USCYBERCOM force structure, these 

critical homeland requirements are either going to be missed entirely or not applied to all 54 

states and territories in a satisfactory manner to meet the governors requirements.  While the 

current approach takes advantage of seizing the opportunity to rapidly field teams when there is 

federal funding available, the organizational structure is not optimized to meet the needs of the 

governors to protect the critical state infrastructure. 

2.   The cyber force strategy is limited in meeting the governors’ needs by its operational 

focus.  As discussed earlier in this chapter, the Cyber Mission Force is comprised of three sub-

units:  

1. Cyber Combat Mission Force: Focused on Offensive Operations for Combatant 

Commanders 

2. Cyber Protection Force: Focused on Protection of DoD Information Networks 

3. Cyber National Mission Force: Focused on the Defense of National Infrastructure 

The only one of these sub-units that may have potential alignment with the needs of the 

governors related to vulnerability assessment and incident response is the Cyber National 

Mission Force. The other two sub-units are focused on protecting the DoD Information Network 

and   conducting offensive actions against foreign entities. Both of these missions are not 

relevant to the governors.   
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(1) The DoD Information Network is separate from state critical infrastructure computer 

networks and primarily supports the important classified and unclassified information 

flow of the DoD including war fighting operations around the world, logistics actions, 

acquisition of equipment, and day to day operations of the military services.   

(2) The support to the DoD Combatant Commanders around the world primarily focuses on 

conducting offensive cyber operations in support of their missions. 

When the objectives of the Cyber National Mission team are examined in more detail, it 

becomes more apparent that the focus of this force is not fully aligned with what the governors 

need.  The focus of the Cyber National Mission Force is “to defend the nation by seeing foreign 

adversary cyber activity, blocking attacks, and maneuvering to defeat them.”53 While these tasks 

are very important in terms of cybersecurity, they do not include the key requirements that 

governors have stated they needed for vulnerability assessment prior to attack and incident 

response after an attack for their state critical infrastructure such as electric power grids, 

transportation systems, and water systems.  In essence, the Cyber National Mission Force sets up 

a defensive line in the cyber domain much like a sophisticated fence line that guards against 

undocumented people coming into the country along our borders.  While that is important, it 

does not help the governors with the preventative service of assessing vulnerabilities prior to an 

attack that will help them allocate limited resources efficiently to protect the infrastructure 

systems in the states.  Also, if the defensive line is breached by a determined enemy, the 

governors need an important service after an attack with the assistance of the response force in 

the state to aid in getting their critical infrastructure operational rapidly. The National Mission 

Force will still be guarding the fence line, but the governors need personnel in their states to 

respond to the incident. Therefore, there is a gap that needs to be filled.  

In order to further illustrate this gap in operational focus with the current cyber force 

strategy, an example that occurred in 2014 will be examined.  In 2014, two software 

vulnerabilities called Heartbleed and Shellshock were identified that potentially had widespread 

negative implications.  Admiral Michael Rogers reported to the House Armed Service 

Committee by stating that, “The Heartbleed Bug is a serious vulnerability that allows attackers to 

steal information, usually encrypted, that’s used to secure the Internet for applications such as 

Web, e-mail and instant messaging, among others. Attackers can eavesdrop on communications, 

steal data directly from the services and users, and impersonate services and users. Shellshock is 
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a vulnerability that gives attackers the ability to run remote commands on a system.”54 

USCYBERCOM was notified of both vulnerabilities at the same time that they were revealed to 

the world and worked closely with the software developers to develop fixes.   As soon as the 

fixes and patches were prepared, the DoD Information networks were rapidly checked and fixed.  

Information about the fixes was also shared with civilian agencies in the Federal Government.  

Although Admiral Rogers viewed this overall response effort as a positive accomplishment by 

quick moving cyber personnel to protect the DoD classified and unclassified computer networks, 

there was no discussion or action on how the 54 states and territories would have the computer 

networks which support critical state infrastructure assessed and fixed in a coordinated manner. 

Many of the computer networks supporting state critical infrastructure are in the private sector 

and they are not in the DoD system.  The cyber force was focused at the federal level and the 

governors did not receive a comprehensive solution to conduct an assessment of their critical 

infrastructure in reference to the vulnerabilities posed by Heartbleed and Shellshock. This is a 

gap.  Since the computer networks supporting state critical infrastructure are mainly in the 

private sector, there is a need for coordinated efforts to accomplish these tasks between multiple 

agencies such as state Chief Information Security Officers (CISO), private companies, National 

Guard Cyber teams, and DHS.  Currently, the operational focus of USCYBERCOM CNMF is at 

the federal level and not at the state level.  It is understandable why this is the focus in the short 

term since security the DoD Information network is an enormous task due to the sheer quantity 

of equipment involved.  Admiral Rogers stated that, “CYBERCOM has been normalizing its 

operations in cyberspace, he said, to provide an operational outlook and attitude to running the 

department’s 7 million networked devices and 15,000 network enclaves.”55  The problem is that 

the needs of the state governors are not being adequately addressed while the DoD focuses on 

protecting the federal level, which primarily includes securing the DoD Information Network, 

supporting the Combatant Commanders around the world with offensive capability, and setting 

up a defensive “fence line” in the cyber domain for the country.   
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5 

Option Analysis of National Guard Force Structure to 

Provide Vulnerability Assessment and Incident Response 

Capability in the Homeland  

     Chapter 4 outlines the current employment plans for fielding the Cyber Mission Force as well 

as the limitations that the current plan will have in meeting the governors’ needs in the 

homeland.  This chapter analyzes three employment options for National Guard cyber units that, 

unlike the proposed employment plan, will provide the required domestic cyber vulnerability 

assessment and incident response capabilities. Each of the options will be analyzed based on 

mission accomplishment, cost, and political acceptability.  The employment option selected 

would work closely with multiple organizations to accomplish its missions including state 

governments, private companies that support critical state infrastructure, US CYBERCOM, and 

the Department of Homeland Security ICS-CERT teams described in Chapter 2.  

CRITERIA 

a. Mission Accomplishment 

       Mission accomplishment is the measure of the degree to which the needs of the governors’ 

cyber requirements for vulnerability assessment and incident response are met.  The options that 

do a more effective job at meeting the governors’ needs will be viewed more favorably. The 

focus of this criteria is twofold.  First, in terms of vulnerability assessments, an evaluation of the 

feasibility to develop effective working relationships with key personnel in charge of  critical 

infrastructure, detailed knowledge of the networks and systems that support the critical 

infrastructure in the state, and adequate personnel to conduct thorough assessments of the critical 

infrastructure. Second, in terms of incident response, the responsiveness in terms of time to 

deploy personnel to the incident site, the skill sets of the personnel available to respond, and the 
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quantity of trained personnel and other resources directly available to support governors under 

their operational authority.   

b. Cost 

   Cost is the measure of the additional resources that will be needed (manpower and dollars) to 

implement the option.  The basis of comparison is the existing Cyber Protection Team model (39 

personnel) that is being fielded by the National Guard in response to Army Cyber Command and 

Air Force Cyber Command Requirements. 

c. Political Acceptability 

   Political Acceptability is the measure of the how feasible it will be to implement the change 

within the current political environment involving the DoD and the U.S. Congress.  Options that 

have small organizational changes and a small number of policy/legal changes would be viewed 

more favorably.  The basis of comparison is the historical example of the level of difficulty in 

initially fielding the Civil Support Teams in each of the 54 states and territories.  

Assumptions to support the evaluation of the three models:  

 National Guard units responding to cyber incidents will be implemented in a supporting 

role to state emergency management agencies as they currently do when responding to 

natural disasters or other emergencies in the states. Figure 7 describes the response 

relationship between local, state, region, and federal organizations. 

 Key leaders and support personnel for each model will be trained in FEMA incident 

command procedures and policies so this type of training is not included as an evaluation 

criteria.  

 Since all three options involve the use of National Guard personnel, the fact that there is 

not a current training model in place for funding and conducting long-term training needs 

for advance cyber skills is not necessarily a differentiator between the three options.  The 

ARNG and the ANG are actively working toward resolving this shortfall and it will likely 

involve leveraging the existing capabilities at the National Guard Professional Education 

Center (NG PEC) in Louisiana. 
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Figure 7 – Domestic Operations - Cyber Event and RFA Model56 

 

GRADING  

Each of the three options will be evaluated and grades will be assigned according to a 

scale of 1 to 3 where a score of 1 is the least preferred and the 3 is most preferred.  The option 

receiving the highest score is designated as the preferred option. The preferred option will be 

recommended for overall implementation for structuring the National Guard to provide the 

governors with cyber vulnerability assessment and incident response capabilities.   

            The specific analysis considers three options for the structuring National Guard units to 

provide both cyber vulnerability assessment and incident response: (1) a Cyber Defense Team 

model; (2) a reinforced Civil Support Team model; and, (3) a Homeland Response Force (HRF) 

model.   Figure 8 lists the summary of the grading for the three options.  Based on the evaluation, 

the reinforced Civil Support Teams model had the highest score.  Therefore, the reinforced Civil 

Support Team model is the recommended option for National Guard structure to meet the 

requirements of the governors.    
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Summarized Results From Analysis of Options 

Option 

Mission 

Accomplishment 

Cost  

Political 

Acceptability 

Total 

CDT Model 3 1 1 5 

Reinforced CST 

Model 

2 2 3 7 

HRF Model 1 3 2 6 

 

Figure 8 – Summarized Results from Analysis of Options
57 

 

OPTION 1: THE CYBER DEFENSE TEAM (CDT) MODEL:  

Description:  This Cyber Defense Team (CDT) is a new concept and name. It is based on the 

merging of two concepts into one, the Cyber Protection Team and the Civil Support Team. The 

approach, if selected, would result in new Cyber Defense Teams fielded in each of the 50 states 

and territories that would be in addition to and work alongside with the existing Civil Support 

Teams that are currently fielded in each state that respond to nuclear, biological, and chemical 

incidents.  This approach includes: 

a. Team Size: 39-personnel:  Same as the Cyber Protection Teams that are currently being 

formed by USCYBERCOM. 

b. Locations: Fielded as stand-alone teams in each of the 50 states and territories (57 total): 

Same as Civil Support Teams currently fielded to respond to weapons of mass destruction 
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incidents such as nuclear, chemical, and biological.   Currently, 57 teams are fielded with 

California, New York, and Florida having two teams per state.   

c. Staffing Mix within Team: 80% Army / 20% Air Force, which is the same as the Civil 

Support Teams, and leverages the advantages of mixing Army and Air Force personnel as 

demonstrated in the current CSTs across the country. 

d. Personnel Status: Full-time, Title 32 status, which is the same as the Civil Support 

Teams.    

   This model provides an immediate response capability for governors and can be on-site in 1.5 

to 3 hour notice after notification 24 hours per day/7 days per week. It joins the response effort in 

a support role under the control of the site incident commander in order to provide immediate 

response capability for chemical, biological, and radiological hazards.58   

 

The CSTs are designed and trained in the FEMA Incident Command Structure policies and 

procedures so that they can immediately support the on-site incident commander (IC) when 

deployed as part of a crisis response.  

  It is envisioned that these teams would be dedicated cyber teams and not mixed with the 

existing CST forces.  The reason is due to the highly specialized skill sets that the cyber 

personnel will need to develop and sustain while performing their tasks.  Currently, the CST 

personnel are cross-trained to be able to respond to chemical, biological, and radiological 

functions.  To include cyber skills into that requirement would not be effective.59    

             Figure 9 depicts the current deployment of CSTs across the country as well as their 

assigned missions. The Cyber Defense Teams would have a similar deployment across the 

country, but the mission set would be focused on cyber tasks. 

 

 

Figure 9– CST Missions60 
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Evaluation of Option 1: The Cyber Defense Team (CDT) Model:   

a. Mission Accomplishment 

 Ready and trained force in each state ready to respond to governors’ call, 24/7 with 1.5 - 

3 hour response time. 

 Deployed to each state and territory. 

 Joint force (Army/Air Force) that leverages technical advantages of both services. 

 Extremely close ties with state agencies based on recurring mission support. 

 High Level of knowledge of state critical infrastructure, key personnel, and systems. 

b. Cost 

 57 full time Cyber Defense Teams vs current implementation of 23 National Guard 

Cyber Protection Teams is approximately 2.5times the number of planned teams but 

approximately 5times the operational cost since the Cyber Protection Teams are all full-

time.  Both teams have the same number of personnel (39).  The operational costs include 

salaries and benefits of personnel as well as projected increase in the usage levels of the 

associated equipment and vehicles.  The planned Cyber Mission Force implementation 

includes 3 full-time CPTs (1 Army/2 Air Force) and 20 part-time (10 Army and 10 Air 

Force). Part-time forces are approximately 1/3 the cost of full-time forces. Therefore, 20 

part-time CPTs is approximately equal to 7 full-time CPTs. Since the National Guard is 

already fielding 3 full-time teams, the additional equivalent value of 7 full-time teams 

brings the overall total to 3 +7 = 10 CPTs as the basis of comparison to the 57 Cyber 

Protection Teams. 

 High retirement cost due to 57 teams in 32 Active Guard-Reserve (AGR) full-time status. 

c. Political Acceptability 

 Large negative rating from DoD to field new teams as was seen when the initial Civil 

Support Teams were formed.  This is due to the teams being focused on a homeland 

mission and not planned to be deployable overseas to handle wartime missions.   

 Large negative rating from the U.S. Congress to field new teams because this would 

require a new authorization, appropriation, and significant political negotiation to pass 

through both houses of Congress.   
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OPTION 2: THE REINFORCED CIVIL SUPPORT TEAM BASED MODEL                

Description:  This model is also based on the current structure of the Civil Support Teams 

(CST) that are fielded in each state across the country, but this concept will reinforce them by 

adding a Cyber platoon to each team. The Reinforced Civil Support Team would be comprised 

of:  

a. Team Size: Cyber platoon adds 30 personnel to existing Civil Support Team. 30 person 

platoon is 9 personnel less than a full 39 person Cyber Protection Team due to savings 

realized by removing redundant leadership positions not needed from the stand-alone Cyber 

Protection Team (i.e. efficiencies from a common command structure).   

b. Locations: Fielded as part of Civil Support Teams in each of the 50 states and territories 

(57 total): Same as Civil Support Teams currently fielded to respond to weapons of mass 

destruction incidents such as nuclear, chemical, and biological.   Currently, 57 teams are 

fielded with California, New York, and Florida having two teams per state.   

c. Staffing Mix within Team: 80% Army / 20% Air Force, which is the same as the current 

Civil Support Teams, and leverages the advantages of mixing Army and Air Force personnel 

as demonstrated in the current CSTs across the country. 

d. Personnel Status: Cyber Platoon has a mix of full-time, Title 32 status, and part-time 

personnel in a 20% full-time/ 80% part-time mix.  Therefore, the original CST will be all 

full-time personnel and the new addition of the cyber platoon will have a mix of full-time and 

part-time personnel.  The advantage of the part-time is that they can draw work experience 

from civilian jobs and leverage the advanced training received from civilian jobs.  The cyber 

platoon would report to the existing CST Leadership structure. The current CST 

organizational structure is displayed in Figure 10. 

The main difference in this model as compared to the Cyber Protection Teams (CPTs) 

that are planned for the Cyber Mission Force is that there is a reinforced CST fielded in each 

state and territory in a similar manner as the current CST model (57 total teams) as opposed 

to the 3 Full-time Cyber Protection Teams (1 Army Guard / 2 Air Guard) plus 20 part-time 

Cyber Protection Teams (10 Army Guard / 10 Air Guard) that the National Guard plans to 

field across the country.  Also, by having part-time personnel on each team, there is a higher 

likelihood of attracting personnel with advanced cyber skills from the civilian sector. These 

personnel can leverage their civilian career experience to improve CST capability.  
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Figure 10 – CST Organizational Structure61 

       In terms of response time, the modified-CSTs will not be as rapid as the CST versions, 

but they will have some capability to respond on short notice due to the cadre of full-time 

personnel that form the back-bone of the teams.  The reinforced-CSTs are envisioned to be 

trained in the FEMA Incident Command Structure policies and procedures so that they can 

immediately to support the on-site incident commander (IC) when deployed in support of a crisis 

response.  

   It is also envisioned that the personnel in the cyber platoons would be dedicated to cyber 

tasks and not mixed with the tasks of responding to nuclear, biological, and chemical incidents.  

The reason is due to the highly specialized skill sets that the cyber personnel will need to develop 

and sustain while performing their tasks.  Currently, the CST personnel are cross-trained to be 

able to respond to all chemical, biological, and radiological functions.  To include cyber skills 

into that requirement would not be effective. 

Evaluation of Option 2: The Reinforced Civil Support Team Based Model: 

 a. Mission Accomplishment 
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 Ready and trained force in each state  ready to respond to  governors’ call, 24/7 with 1.5 - 

3 hour response time from full-time personnel then follow-on capability within 4-6 hours. 

 Deployed to each state and territory. 

 Joint force (Army/Air Force) that leverages technical advantages of both services. 

 Extremely close ties with state agencies based on recurring mission support. 

 High Level of knowledge of state critical infrastructure, key personnel, and systems. 

 Benefits from civilian trained skills from the part-time personnel. 

b. Cost 

 The cyber platoon has a lower cost than a full 39 personnel in the stand-alone Cyber 

Protection Team due to elimination of 9 redundant leadership positions.   

 Costs due to personnel mix of full-time/part-time on par with the Cyber Protection Team 

since similar 20% / 80% mix ratio of full-time and part-time personnel.      

 Higher retirement cost than that planned for Cyber Protection Team implementation. This 

is due to 57 cyber platoons fielded across the states and territories as compared to the 

lower number of Cyber Protection Teams that are currently planned.   

c. Political Acceptability 

 Neutral rating from DoD since Civil Support Teams are already formed and these cyber 

platoon would only be augmenting existing authorizations.    

 Neutral rating from the U.S. Congress because Civil Support Teams already formed and 

there would not be large requirements for new appropriation.   

 

OPTION 3: THE HOMELAND RESPONSE FORCE (HRF) BASED MODEL  

 

Description:  This model is a geographically regional approach that is based on the current 

structure of the Homeland Response Force (HRF) that is currently being used by the National 

Guard.    The HRF is an existing organizational structure deployed to support response efforts for 

nuclear, biological, and chemical incidents.   

     a. Team Size: The entire force is comprised of 577 personnel as opposed to the 22 personnel 

in a Civil Support team. In terms of direct comparison, there are 10 regionally aligned HRFs with 
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a total force comprised of 5,770 personnel as compared to 57 CSTs deployed to each state and 

territory with a total force of 1,254 personnel.  Figure 11 shows the organizational structure of 

the Homeland response Force. 

     b. Locations: There are currently ten HRFs deployed across the country with one in each of 

the 10 FEMA regions.  The capabilities of the HRFs augment and complement the capabilities of 

the 57 Civil Support Teams currently deployed in each of the states and territories.  The HRFs 

are designed to be able to respond regionally to help the CSTs and are especially valuable in 

larger incidents when response efforts extend over large geographic areas as well as extend for 

long duration requiring the rotation of personnel for rest and recuperation.  The HRF bridges the 

gap in response coverage between the initial National Guard response provided by the Civil 

Support Teams (CSTs) and larger follow-on Title 10 Active Duty response forces from United 

States Northern Command (US NORTHCOM). In addition to the response capability for nuclear, 

biological and chemical incidents, the HRF has capability to conduct casualty assistance; search 

and extraction; higher capacity decontamination; medical triage and stabilization to save lives 

and mitigate human suffering. The concept of this employment approach would be to create 10 

new HRF style organizations that are solely staffed with cyber professionals focused on cyber 

vulnerability assessments and cyber incident response actions. These new HRF style 

organizations would be deployed regionally across the country with one in each of the 10 FEMA 

regions. 

The response time of the HRF is 6-12 hours for initial forces.   

    c. Staffing Mix within Team: The teams are staffed with ARNG and ANG personnel in a 

80% / 20% mix respectively.  This approach leverages the advantages of the Army and the 

Air Force and has been shown to be effective in the current fielding of HRF units deployed 

across the country. 

    d. Personnel Status:   The HRF approach provides a mix of full-time and part-time 

personnel in a mix ratio of 20%/80% respectively, which matches the mix ratio of the 

planned Cyber Protection Teams (CPTs) that the National Guard is fielding.  In addition, the 

HRF units are deployed in each of the 10 FEMA regions, which matches the approach that is 

being used for the Cyber Protection Teams (CPTs).  The main difference is the quantity of 

the personnel fielded.  With the 10 HRFs, the total number of personnel is 5,770.  When 
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comparing to the 20 part-time Cyber Protection Teams (10 Army Guard / 10 Air Guard) that 

the National Guard planning on fielding across the country, there are only 780 personnel.    

 

Figure 11 – Homeland Response Force (HRF) Organizational Structure62 

 

      While the comparison of a CST to HRF is similar to comparing an apple to a grapefruit, 

the comparison of a state-based force to a regionally-based structure is still valid.  This 

regionally based HRF structure exists today and has been certified to meet the National Guard 

requirements placed on the force for chemical, biological, and radiological response missions as 

well as medical, search, and rescue tasks.  The main advantage of a regionally based approach is 

the cost savings since there are not forces staged in each state and territory.  These cost savings 

would analyzed in the context of reduced response time for a regionally based force and whether 

the reduced response time would be acceptable for governors.  In terms of response time, the 

HRF approach would not be viewed as favorably as CSTs option.  This would need to be further 

evaluated in a cyber context due to the ability of selected cyber response forces to reach across 

state lines in the cyber world as opposed to having to deploy all personnel and equipment to the 

site of a response effort.  Also, by having part-time personnel on each team, there is a higher 

likelihood of attracting personnel with advanced cyber skills from the civilian sector. In addition, 

these personnel can leverage their civilian career experience to keep their skill sets highly 

trained.   The HRFs are envisioned to be trained in the FEMA Incident Command Structure 

policies and procedures so that they can immediately to support the On-site Incident Commander 

(IC) when deployed to a crisis response action. It is also envisioned that these teams would be 
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dedicated Cyber teams and not mixed with the existing CST or HRF forces.  As was discussed 

with Option 1, the reason is due to the highly specialized skill sets that the cyber personnel will 

need to develop and sustain while performing their tasks.  Currently, many of the CST and HRF 

personnel are cross-trained to be able to respond to chemical, biological, and radiological 

functions.  To include cyber skills into that requirement would not be effective. Figure 12 

outlines the missions of the HRF.  

 

Figure 12 – Homeland Response Force (HRF) Missions63 

 

Evaluation of Option 3: The Homeland Response Force (HRF) Based Model: 

a. Mission Accomplishment 

 Deployed regionally in each FEMA region so each governor will not have direct access 

to the forces.  

 Slower response time. The response time would is 6to12 hours for initial forces as 

opposed to 1.5 to 3 hours for the CST.  

 Large force of cyber professionals that would be able to respond to large scale incidents. 

 Joint force (Army/Air Force) that leverages technical advantages of both services. 

 Limited ties with state agencies based on regional approach with coverage across several 

states. 

 Lower level of knowledge of state critical infrastructure, key personnel, and systems. 

 Highly knowledgeable of FEMA Incident Command procedures. 

 Benefits from civilian trained skills from the part-time personnel.  

b. Cost 
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 Higher cost due to larger force (5,770 personnel in HRFs vs 897 in 23 Cyber Protection 

Teams, 11 ARNG and 12 ANG). 

 Opportunity to lower cost by reducing personnel per team depending on the assigned 

mission sets for the National Guard.   

 Higher retirement cost than planned for the Cyber Mission Force implementation due to 

10 teams fielded across the states and territories (5,770 personnel). 

 Higher retirement costs due to larger number of personnel.   

c. Political Acceptability 

 Moderate negative rating from DoD as was seen when the initial Civil Support Teams 

were formed.  This is due to the Teams being focused on a homeland mission and not 

planned to be deployable overseas to handle wartime missions.  It is rated as moderate 

since the current USCYBERCOM strategy is to use regional cyber forces and the HRF is 

a regional approach. 

 Moderate negative rating from the U.S. Congress because this would require a new 

authorization, appropriation, and significant political negotiation to pass through both 

houses of congress.  It is rated as moderate since the Congress is aware that the current 

USCYBERCOM strategy is to use regional cyber forces and the HRF is a regional 

approach.   

 

 

6 

Summary 

There is a dangerous and evolving threat of cyber attack on the nation’s critical 

infrastructure.  While most states have appointed Chief Information Security Officers (CISOs), 

these individuals lack the authority and capability to effectively provide vulnerability assessment 
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and incident response capabilities that will provide adequate protection for state critical 

infrastructure from cyberattack.  Based on this evidence, governors do not have a dedicated force 

to provide cyber vulnerability assessment and incident response capabilities to counter increased 

cyber threats against critical infrastructure.  

The current cyber forces are not adequately fielded across the country to combat the 

threat to national security in the homeland.  Even though the planned employment of forces as 

part of the Cyber Mission Force will provide a start at assembling trained personnel, the 

composition of these forces is not adequate to meet what the governors need.  The preferred 

approach is a reinforced-CST model that deploys a dedicated cyber platoon within each of the 

existing Civil Support Teams in each state and territory.  This recommendation balances the 

personnel mix between full-time and part-time forces to gain the benefits of leveraging advanced 

cyber skills gained in the civilian sector and also uses a joint approach (Army National Guard 

and Air National Guard) in each team to maximize the benefits that each service has in each 

team. 

 

 

 

 

 

Findings 

 Governors do not have a dedicated force to provide cyber vulnerability assessment and 

incident response capabilities to counter increasing cyber threats against critical 

infrastructure.  

 Only a few states currently have National Guard cyber units that have capabilities to support 

the governors. 

 The current DoD employment plan for National Guard cyber forces is to augment U.S. Cyber 

Command (USCYBERCOM) Title 10 forces. Roles and missions are still being defined for 

National Guard cyber forces.  
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 There is National Guard organizational force structure in all 54 U.S. states and territories. 

 There is currently a lack of standardization guiding the training and employment of newly 

formed cyber units that are intended to provide governors cyber vulnerability assessment and 

incident response capabilities. 

Conclusions 

 The nation’s governors require a dedicated cyber force to provide vulnerability assessment 

and incident response capabilities. 

 The National Guard is uniquely capable of providing cyber vulnerability assessment and 

incident response capabilities in the states that have cyber forces. These states have the right 

people, at the right place, and at the right time to fill the need for protecting critical state 

infrastructure. 

 The current DOD employment plan for National Guard cyber forces is inadequate to address 

the governors’ need for vulnerability assessment and incident response capabilities.  

  Of the 3 National Guard structure options analyzed, the reinforced Civil Support Team 

model is best suited to meet the requirements of the governors for vulnerability assessment 

and incident response.  

 

 

 

Recommendations 

 The governors make the case to the U.S. Congress via the Council of Governors and the 

National Governors Association that the security of state critical infrastructure is not being 

met by the current cyber deployment strategy. 

 The DoD should reevaluate the planned cyber organizational model and consider using 

National Guard cyber units as reinforced Civil Support Teams. Such use will require 

associated budgeting.  
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 The U.S. Congress should enact federal legislation under Title 32 incorporating National 

Guard cyber units as reinforced Civil Support teams into the broader Department of 

Homeland Security’s national cyber protection strategy. 

 The DoD should deploy National Guard cyber platoons within each of the existing Civil 

Support Teams across the 54 U.S. states and territories. 
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Future Research Directions  

          This chapter provides recommendations for future research that is related to this paper but 

out of the current scope of this research effort.  The field of cyber security is rapidly evolving as 

the threat posed by cyber attackers evolves.    

Four areas are identified as possible future research directions: 

 

1. Expanded role of National Guard to Support Private Organizations in the States. 

      a. Increased breadth of support.   This research paper focused on the National Guard’s 

support in the form of vulnerability assessments and incident response to protecting critical state 

infrastructure including electric grids, transportation systems, and water systems.  In addition to 

these areas, governors face a daunting task of security of all of the organizations in their states 

including private organizations, systems, and agencies. Examples of these include the banking 

system, the healthcare system, religious organizations, and non-governmental charitable 

agencies.   

     b. Expanded support functions.    In addition to the expanded breadth of these 

organizations, the National Guard could provide additional support functions if adequately 

staffed and resourced.  These include network monitoring, expanded response actions to sites, 

and close coordination with state and federal authorities to assist with criminal investigations of 

cyberattacks.  A comprehensive review of authorities would be needed to adequately assess the 

feasibility of this expanded support. 

 

 

 

2.  Update to the National Governors Association’s Paper, “Act and Adjust: A Call to Action 

for Governors for Cybersecurity”  

   The genesis of this paper was the National Governors Association Paper, “Act and Adjust: A 

Call to Action for Governors for Cybersecurity”.  Since that paper was published, the cyber 

landscape has continued to evolve.  The highly publicized cyberattack on Sony Pictures in 
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December 2014 demonstrated to the nation that there is a real threat to U.S. information 

networks. Granted the impact of that specific threat had minimal repercussions to major systems 

operating in the states, but the National Governors Association Paper dramatically raised the 

awareness of the feasibility of cyberattacks in the homeland.  The questions include: 

a. Does the National Governors Association’s Paper, “Act and Adjust: A Call to Action 

for Governors for Cybersecurity” go far enough? 

b. Should the National Governors Association’s Paper, “Act and Adjust: A Call to Action 

for Governors for Cybersecurity” be expanded further? 

 

3. Examination of Organizational Pressures That Will be Created to Implement the 

Support Required to Meet the Cyber Needs of the Governors. . 

    When the Civil Support Teams (CSTs) were fielded in each of the states and territories, there 

was significant resistance from the DoD since the units did not have a war-time mission 

overseas.  It took the close involvement of the governors and key congressional leaders to push 

the changes through to implementation.  There will likely be similar pressures resisting the 

changes outlined in this paper.  As new roles and missions are formalized to provide the required 

support to state governors, there will be several organizational stresses that would need to be 

fully examined. There will be organizational stresses between: 

a. the Governors and the Department of Defense (DoD) 

b. the Active Component (AC) and the Reserve Component (RC) 

c. the Governors and the National Guard 

 

4. Investigate the Feasibility of Changing the Wording of the United States Code Title 32.    

      Several state Judge Advocate General (JAG) officers and cyber subject matter experts.  There 

is variation between states regarding the interpretation of the level of involvement that National 

Guard Forces can provide in support of governors in the area of cyber response.  Based on that 

observation, an area that can be further investigated includes the feasibility of clarifying the 

wording of the United States Code Title 32 to be more explicit in the authorization to conduct 

cyber related missions in support of the governors.   
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Appendix A 

 

 The National Governors Association’s “Act and Adjust: A Call to Action for Governors 

for Cybersecurity” 
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Glossary 

AC Active Component 

ANG Air National Guard 

AFCYBER Air Force Cyber Command  

ARCYBER Army Cyber Command 

ARNG Army National Guard 

 

CBRNE Chemical, Biological, Radiological, Nuclear 

CDT Cyber Defense Team 

CIO Chief Information Officer 

CISO Chief Information Security Officer 

CMF Cyber Mission Force 

CMT Cyber Combat Mission Team 

CPT Cyber Protection Team 

CST Civil Support Team 

 

DCO Defensive Cyber Operations 

DHS Department of Homeland Security 

DSCA Defense Support to Civil Authorities 

DoD Department of Defense 

 

ESF Emergency Support Force 

 

FEMA Federal Emergency Management Agency 

FLTCYBERCOM Fleet Cyber Command 

FY Fiscal Year 

 

IC Incident Commander 

 

JAG Judge Advocate General 

 

MACA Military Assistance to Civil Authorities 

MARFORCYBER Marine Forces Cyber Command 

 

NGA National Governors Association 

NG PEC National Guard Professional Education Center 

NMT Cyber National Mission Team 

 

HD Homeland Defense 

HRF Homeland Response Force  

 

ICS-CERT  Industrial Control Systems Cyber Emergency Response Team 

IT Information Technology 
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NG National Guard 

 

OCO Offensive Cyber Operations 

 

RC Reserve Component 

 

SAASS School of Advanced Air and Space Studies 

 

USAF United States Air Force 

USC United States Code 

USCYBERCOM United States Cyber Command 

USNORTHCOM United States Northern Command 
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Definitions 

 

Incident Response:  The activities that address the short-term, direct effects of an incident and 

 may also support short-term recovery.  In the workforce framework, cybersecurity work 

 where a person: Responds to crisis or urgent situations within the pertinent domain to 

 mitigate immediate and potential threats; uses mitigation, preparedness, and response and 

 recovery approaches, as needed, to maximize survival of life, preservation of property, 

 and information security.64 

 

Vulnerability Assessment:  Evaluation of a weakness in an information system, system security 

 procedures, internal controls, or implementation that could be exploited or triggered by a 

 threat source.65  
 

Critical Infrastructure:   Systems and assets, whether physical or virtual, so vital that the 

 incapacity or destruction of such may have a debilitating impact on the security, 

 economy, public health or safety, environment, or any combination of these matters, 

 across any Federal, State, Regional, Territorial, or Local jurisdiction.66   
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