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Understand the interplay between vehicle traffic & data traffic 

 SUMO: traffic simulator 

 OMNeT++: communication simulator 

 Veins: middleware to connect the two simulators 

 

Model the new security scheme 
 MATLAB: modeler 

 C++: language in which MATLAB algorithms are converted and fed to Veins 

Simulation Snapshots: 
 Top Image (stage 1):  when a vehicle stops for too 

long, it  sends out a warning message.  

 Middle Image (stage 2):  other vehicles react to the 
warning message by avoiding a particular route.  

 Bottom Image: vehicles’  origin ( left red dot),  preset 
route (yellow l ine),  alternative route (green l ine),  
and destination (right red dot)  

Abstract 
  

This work explores the application of Artificial Intelligence (AI) to secure connected vehicles. 

Connected vehicles “talk” to each other, underpinning the future transportation system for 

enhanced safety, environmental conservation, and traveler convenience. However, the 

technology opens new attack surfaces rendering traditional security mechanisms, 

authentication in particular, defenseless. Applying AI, simulating human intelligence in situation 

awareness, reduces computational overhead in validating beacon messages as the frontline of 

securing vehicle communications. The new security scheme adapts context in signature 

verification by validating the initial beacon of new vehicles and then accepting up to nth 

beacons unless they violate the context. A linear estimation models the context as positions 

and speeds of the neighboring vehicles. A discrepancy triggers signature verification before the 

next cycle. The study indicates the significant saving in computational overhead with 

compatible level of security with current standard of message authentication for connected 

vehicles. 

   

Problem 
  

 Inapplicability of traditional message authentication approaches to high mobility and ad hoc  
 

 Engineering tradeoff of security with efficiency and usability 
 

 Lack of analytic and simulation tools to study cyber-physical systems like connected vehicles 
 

 Language need for interdisciplinary communication among domain experts, information 

technologists, policy makers, and workforce trainings. 

  
 

Impact 
  

Resilient autonomous transportation system, addressing security issues related to governance, 

legal, acquisition, and workforce 

 

Future Work 
  

 Test and assess the security scheme under various scenarios 
 

 Improve the security scheme to reduce communication overhead 
 

 Develop an integrated tool for multidisciplinary study of connected vehicles security 

Interpretation of Results: 
 
 Scenario 1, with inter-vehicular communication (IVC) 

disabled, vehicles cannot talk to each others. Vehicles get 
stuck in traffic when accidents occur. Thus, they emit more 
CO2 (burn more fuel) and spend more time on the road as 
shown in the testing results.  

 
 Scenario 2,  with  IVC enabled, some vehicles can receive and 

react to the warning messages by  detouring to other streets. 
Hence, as shown in the testing results,  vehicles emit less 
CO2 (burn less fuel) and arrive at the destination quicker. 

 
 The results reflect the benefit of Connected Vehicles on 

environmental conservation. 
 
 Similar testing experiments are conducted with Kaltman 

Filter in place of verifying signature on every beacon 
message to save computational overhead. 

 
 Analysis shows the level of security is preserved. 

Testing Results: 

Testing Experiments: UMassD area 

VANET Model 
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