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Investing in Cybersecurity: Some General Insights

Abstract—Cybersecurity is an inseparable component of opera-
tions in any organization that utilizes information systems. Hence,
the strategy to use for cybersecurity investments, defined by the
cost-effectiveness of investing in cybersecurity countermeasures,
is an important financial and operational decision for most orga-
nizations. We propose a modeling framework that incorporates
major components relevant to cybersecurity practice, and study
the characteristics of optimal cybersecurity investment decisions
for an organization. A data-based analysis for major industries
is performed, where the results cast managerial insights for
cybersecurity investments that can be broadly applicable. As part
of these insights, we develop a mapping between the maximum
potential loss of an organization and the optimal cybersecurity
budget size, where we also find that the optimal budget size
is independent of the mix of assets that an organization holds.
In addition, we conclude that organizations in finance, energy,
and technology sectors should invest twice more in detective
technologies than in preventive ones, while this rate should be
around half for most other industries. Moreover, the overall
cybersecurity budgets for the former set of industries should
be higher when compared with others, even when the potential
total losses under a cybersecurity breach are the same.

I. INTRODUCTION

Information systems are an integral part of today’s business
environment. Businesses, government organizations, and the
society rely on these systems for various transactions, most
of which have huge financial implications. As a result, cyber
attacks, i.e. attacks that breach information systems causing
interruption of operations, loss of data and customer confi-
dence, constitute a significant threat for organizations. Such
attacks have been increasing in frequency and sophistication
over time, and defending the assets of an organization in
response to these attacks have become a key operational issue.
According to [1], a typical large organization with around 500
to 1000 employees experiences around 100 successful attacks
per week, with an annual cost ranging from $1.4 million to
$46 million. Based on an estimate by [2], the global cost of
cyber crime on the world economy has exceeded $0.5 trillion
per year.

The losses due to cyber attacks can be mitigated through
investments in cybersecurity technologies and services. [3]
and [4] define cybersecurity as an integral element in the
management of an organization, and highlight its importance
as a key area for the successful operation of any institution.
Given this significance, most organizations utilize separate
cybersecurity budgets, dedicated for investment towards pro-
tecting the assets of the organization against cyber attacks.
There exist different ways in which an organization can
utilize its cybersecurity budget, such as developing its in-house
cybersecurity techniques, acquiring cybersecurity measures
from a vendor, or outsourcing the cybersecurity functions to

a third party [5]. However, in-house cybersecurity technology
development tends to be very sophisticated and not amenable
to most organizations with few exceptions, while similarly
the outsourcing strategy is not favored in many industries [6].
Hence, in this paper we focus on the most common utilization
of a cybersecurity budget by organizations: obtaining cyberse-
curity products through purchases from third-party providers.
As part of this process, we mainly consider strategic product
acquisitions, where the organization contracts with only a
few vendors to acquire different categories of cybersecurity
measures. This is typical for many organizations, as it ensures
standardization, helps take advantage of economies of scale,
and provides streamlined support services.

As cybersecurity budgets increase along with available
cybersecurity investment options, organizations are more con-
cerned about the effectiveness of their investments in cyberse-
curity, and whether their investment portfolio is aimed towards
maximizing returns [7]. This is a challenging process due
to several factors, which involve the difficulty of measuring
returns from cybersecurity investments, as well as the difficulty
of defining the uncertainty around these returns. Moreover, the
corresponding decision process is a dynamic one, where tech-
nological developments and increasing sophistication in cyber
attacks result in an ever-changing investment environment. In
this paper, we address this dynamic decision problem, and
develop a high level framework aimed at providing guidance to
organizations when allocating their cybersecurity budgets into
different types of investment options. The framework utilizes
potential loss information specific to different industries, as
well as general information on the characteristics of different
types of attacks and cybersecurity investments. Analysis is
then performed using this framework to suggest policies that
would maximize expected returns from cybersecurity invest-
ments.

II. GENERAL CYBERSECURITY INVESTMENT
FRAMEWORK

We start the construction of our generic framework by i-
dentifying the key components of the cybersecurity investment
problem and the roles these components play in the decision
process:

a) Assets: An organization’s assets refer to the collection
of systems and information that the organization possesses
for the operation of the business. The preservation of the
confidentiality, integrity and availability of these systems is the
ultimate goal of cybersecurity. These three aspects and their
interrelations help define a categorization of the assets into
two main categories. Noting the distinction of confidentiality



among the three aspects, [8] suggests that an organization’s as-
sets can be grouped broadly as being either confidential assets
or non-confidential assets. Confidential assets correspond to
data containing information that should not be disclosed to any
third parties. For example, these can include customer personal
data, intellectual properties, and other restricted files. On the
other hand, non-confidential assets refer to any other assets that
have monetary value and are subject to cyber attacks. These
typically include functional hardware, system availability and
system integrity.

b) Attacks: Cyber attacks correspond to all types of
threats to the information systems of an organization, and
represent the second key component that needs to be consid-
ered in a cybersecurity investment framework. A commonly
adopted classification of cyber attacks is a three-shell structure
proposed by [7], with the inner shell representing basic attacks,
the middle shell representing malware attacks and outer shell
representing more sophisticated or advanced attacks. [7] notes
that most malware attacks would also fall in the category of
advanced attacks, because malware attacks are likely to be
customized as well, making the boundary between the two
kinds of attacks somewhat vague. Hence, in our analysis we
include malware attacks as part of the advanced attacks, and
use two main categorizations of cyber attacks, namely the
basic and advanced attacks.

c) Countermeasures: Cybersecurity countermeasures are
the set of security measures aimed at protecting the assets of
an organization against cyber attacks. Based on the protection
mechanisms used, [9] classify the types of countermeasures
that an organization can deploy into two major categories:
preventive and detective countermeasures. Preventive counter-
measures include methods such as biometrics, encryption, and
access control lists, and are aimed at preparing the organization
against cyber attacks before any breach can take place. On the
other hand, detective countermeasures are aimed at identifying
and removing an attack during or after the occurrence of
a breach. Such measures include tools such as anti-virus
software, content monitoring tools, and intrusion detection
systems. In this study, a list of these countermeasures and their
classifications into the two categories are provided in Table I
as part of the discussion in Section IV-A.

The connection between the three major components of
a cybersecurity investment framework, namely the assets,
attacks, and countermeasures, is multidimensional with cross-
relationships. We represent these cross-relationships in Figure
1. As depicted through the connections between the left and
middle columns in the figure, each attack-countermeasure
category pair has a specific effectiveness value denoted by
eoa with o and a representing the countermeasure and attack
types, respectively. Similarly, every unique pair of attack-asset
type shown in the left and right columns has a corresponding
loss value denoted by las where a and s respectively refer to
the attack and asset type.

Clearly, the distributions of attack types and assets would
vary for different types of organizations. In our analysis
we specifically consider ten major industries, based on the

Fig. 1: Cross-relationships between the assets of an organiza-
tion, attacks targeting these assets, and countermeasures that
can be deployed against the attacks.
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categorizations and analyses described in a series of reports
published by Verizon Communications [10]. The ten industries
consist of the finance, retail, hospitality, healthcare, trans-
portation, manufacturing, professional services, public sector,
information technology and energy industries. The conclusions
and insights obtained by studying these industries can shed
light on a great variety of organizations based on the cyber
environment and protection objectives they operate under.

A. The Investment Decision Process

Investment in cybersecurity is a dynamic process, where
the three components introduced above are taken into account
through an iterative multi-step procedure. In order to put our
modeling framework into context, in Figure 2 we provide
a visual representation of the typical steps involved in this
dynamic process, which we further describe below.

The process starts with the organization assessing the value
of its assets, which corresponds to the maximum possible
expected loss that the organization can suffer due to cybersecu-
rity breaches under different attack types. Taking into account
this value at stake, and considering the fiscal situation of the
company, the organization decides on a cybersecurity budget.
The next two steps involve the identification of investment
options and their effectiveness in protecting the organization’s
assets, and allocation of the budget over the set of countermea-
sures identified for potential investment. The steps involving
the decision on the overall budget size and the allocation
of budget to different cybersecurity investment options are
critical with significant financial implications, and are the main
points of focus in this paper. To identify generic insights that
would apply to most businesses in major industries, we use
the general categories described above in defining the problem
parameters, which allows for the derivation of generalizable
and practically relevant insights for organizations.

After the identification and implementation of an invest-
ment portfolio, the organization continuously observes the
cybersecurity dynamics and learns about the effectiveness of
the implemented countermeasures. The investment portfolio is



Fig. 2: Representation of the dynamic decision process for cybersecurity investments of an organization.
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then updated as necessary at specific intervals. Our analysis
in this paper captures some of these dynamics by modeling
learning effects and portfolio adjustment options.

III. A PROBABILISTIC OPTIMIZATION MODEL FOR
CYBERSECURITY INVESTMENT PLANNING

We assume that an organization maintains a set S =
{s1, s2} of asset categories, where s1 corresponds to confi-
dential assets, while s2 refers to non-confidential assets as
described in Section II above. The assets of the organization
are subject to a set A = {a1, a2} of cybersecurity attacks with
a1 and a2 referring to basic and advanced attacks, respectively.
The estimated maximum possible loss due to an attack a ∈ A
on asset s ∈ S is denoted by las, which represents the value to
be protected and is typically expressed in dollars. This value
can be estimated by considering all possible expenditures that
would result due to the consequences caused by an attack.
Such expenses might consist of staff time, additional labor,
compensation and other services provided to customers, as
well as any reduction in the market share of the organization
due to reputation related impacts.

In response to the potential cybersecurity attacks, the or-
ganization deploys a set O = {o1, o2} of countermeasures,
consisting of detective and preventive security measures de-
noted respectively as o1 and o2. Each countermeasure type
o ∈ O has an estimated level of effectiveness eoa(xo) on attack
type a ∈ A, which is a function of the amount xo invested
in countermeasure type o. The effectiveness function eoa(xo)
is defined separately for each attack and countermeasure pair,
and refers to the percent reduction of losses on any asset due to
attack type a achieved by utilizing countermeasure type o. For
example, eo1a1(xo1) = 0.8 would imply that an 80% reduction
in potential losses can be achieved against basic cyber attacks
by investing xo1 dollars in detective countermeasures.

An important issue relates to the definition of the effec-
tiveness function eoa(xo) for each countermeasure and attack

Fig. 3: Illustration of the change in the effectiveness eoa of
a countermeasure category as a function of investment xo in
that category, and the impact of αo.
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type. First, we note that while a theoretical upper bound for
eoa(xo) would be 1, such an effectiveness level is practically
not achievable. Hence, we let βoa < 1 denote the maximum
attainable effectiveness by countermeasure type o ∈ O against
attack type a ∈ A. Given this, the effectiveness function
eoa(xo) has to be concave and monotonically increasing on
xo ∈ [0,∞), while asymptotically achieving the highest
effectiveness level βoa. Based on these conclusions, we define
the following function to model the effectiveness rate of a
countermeasure category against a given attack type:

eoa(xo) = βoa−e−(αoxo−ln βoa) = βoa−βoae−αoxo ∀o∈O,a∈A
(1)

where αo is the marginal rate that the effectiveness curve
reaches the maximum level βoa as a function of the investment
xo. This is demonstrated visually through an example in Figure
3.

While the effectiveness function for a countermeasure cat-
egory o on attack type a corresponds to a relative measure
defining the percent decrease in potential losses due to the



Fig. 4: Layer based structural illustration of the effectiveness
provided by multiple types of countermeasures.
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utilization of such countermeasures, the return from an invest-
ment in a countermeasure needs to be defined in absolute terms
in dollars [11]. Given las, namely the expected maximum
possible loss due to attack type a on asset s, we define
the realized losses after countermeasure implementation as
falas(1−eoa(xo)), where fa represents the frequency of attack
type a based on the estimated number of such attacks during
the planning period. The loss reduction here is a result of
reduced number of successful attacks, and this leads to a
multiplicative form for the total overall losses, expressed as∑
s

∑
a falas(

∏
o(1 − eoa(xo))). We illustrate this structure

in Figure 4 by conceiving the countermeasures as layers of
fences, through which the attack infiltrates but gets weakened
in terms of expected impact layer after layer.

Building upon this protection process, we further consider
joint effectiveness as a separate layer in the system, as joint ef-
fectiveness of two countermeasure categories against an attack
is not necessarily the product of their individual effectiveness
rates. To capture this structure, we define the interdependency
coefficient ρoo′ for two countermeasure categories o, o′ ∈ O,
and use it to represent the loss under joint effectiveness be-
tween the two countermeasures as falas

√
1− eoo′a(xo, xo′),

where eoo′a(xo, xo′) ∈ [0, 1] and is defined as:

eoo′a(xo, xo′) = ρoo′eoa(xo) + ρoo′eo′a(xo′)

−ρ2oo′eoa(xo)eo′a(xo′) ∀o,o′∈O,a∈A
(2)

The structure above also allows the joint effectiveness function
to be expressed through a nice implicit multiplicative form,
which in turn enables a compact expression of the overall
loss function. Hence, in order to express the total losses
after cybersecurity investments by taking into account the
joint effectiveness functions, we modify the basic total loss
expression

∑
s

∑
a falas(

∏
o(1− eoa(xo))) as:

L(x) =
∑
s∈S

∑
a∈A

falas

 ∏
o,o′∈O

√
1− eoo′a(xo, xo′)

 (3)

where x represents the vector defining the countermeasure
investments in different countermeasure categories.

Fig. 5: Effectiveness life-cycle curves for the two major
categories of cybersecurity countermeasures.
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A. Modeling the Dynamics of Countermeasure Effectiveness

The cyber environment has an ever-changing nature, in-
evitably bringing in uncertainty to the cybersecurity invest-
ment planning process. The most significant uncertainty in-
volves the effectiveness of countermeasures both due to the
dynamic nature of attacks and the probabilistic evolution of
success in defending an organization’s assets against these
attacks. To this end, we introduce the time dimension into the
attack frequency as fa(t) which allows for non-homogeneity
in attack frequencies over time. In response, countermeasures
are also designed to be updated frequently in order to catch up
with the evolution of the attacks and maintain a certain effec-
tiveness level. This can only be done over a specific period,
resulting in a life cycle based variation in a countermeasure’s
maximum attainable effectiveness βoa over time. Hence, we
also update the definition of this parameter so that it might vary
as a function of time t, specifically as βoa(t). However, the
exact nature of this life cycle is not known to an organization,
which can only be estimated probabilistically for use as part of
the cybersecurity investment planning process. Our modeling
captures this dynamic uncertainty in effectiveness, as well as
any learning effects that can take place over time.

The specific shape of the effectiveness life cycle curve
differs based on the type of countermeasure. In defining the
appropriate life cycle curves for cybersecurity investments, we
specifically consider the differences between the two major
countermeasure categories we previously identified, namely
the preventive countermeasures and detective countermea-
sures. [12] suggest that detective countermeasures tend to
have a sharp drop in their effectiveness towards the end of
the product’s life cycle. This is because such products are
dependent on continuous updates by vendors, e.g. anti-virus
and anti-spyware applications relying on signature information
about the latest virus database, so that the infiltrated attacks
can be detected in a timely manner. Thus, the effectiveness
of these countermeasures drop at a higher rate once such
updates stop. Preventive countermeasures, on the other hand,
are more robust in the late maturity phase as their effectiveness
relies primarily on the product design itself, as opposed to
being dependent on continuous updates, such as in the cases



Fig. 6: The two-stage decision process representing the un-
certainty and learning in cybersecurity countermeasure invest-
ments.
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Fig. 7: Demonstration of different realizations of βoa(t) in the
second period, after initial investment and learning in the first
period.
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of encryption algorithms and access control techniques. An
organization typically contracts with the same cybersecurity
countermeasure provider for a general category of products
due to cost and standardization purposes. Therefore, it can
be expected that a specific category of countermeasures pro-
vided by a supplier would follow a specific life cycle curve.
Considering these characteristics, as well as product life cycle
information available at [13] and [14], it is possible to plot
general representative maximum effectiveness life cycle curves
for preventive and detective countermeasures separately. These
curves depicting βoa(t) for the two cases are shown in Figure
5.

B. Modeling the Uncertainty in Countermeasure Effectiveness

While the maximum attainable effectiveness of a coun-
termeasure will generally follow a life cycle curve, exact
information on the shape of this curve or where a specific
product is placed on that curve at the time of acquisition
and implementation is not known due to the uncertainties
associated with technological performance. However, as a
product is put to use and its performance over time is observed,
the organization will gain knowledge about this information,
specifically as to where the product might be on its life cycle
curve. This new information can be used to readjust budget
allocations over different countermeasure types. Hence, when
selecting countermeasures for investment, the organization
needs to account for such uncertainty and the corresponding
learning process that will take place. The above effects can be
captured through a two-stage process, where the organization

makes an initial investment over a set of countermeasure
categories, and then can readjust these investments based
on endogenous information about the performance of the
measures invested on. We further describe this process through
an example shown in Figure 7. As depicted in the figure,
it is assumed in this demonstration that the countermeasure
effectiveness curve follows the segments of an early maturity
phase in the first stage. The three possible realizations at
the second stage can be either a backward shift towards
less maturity, a no shift case, or a forward shift towards
more maturity. The backward and forward shifts correspond
to life cycle curves that respectively indicate less and more
maturity at the start of the implementations, implying that the
organization’s initial assumptions on the structure of the life
cycle curve was not accurate. Building upon this example,
in our analyses in Section IV, we utilize additional possible
realization levels, where different levels of forward or back-
ward shifts are possible. In this two-stage probabilistic set up,
all possible combinations of life cycle curve realizations for
the countermeasure-attack pairs correspond to a scenario, as
two countermeasure types are not necessarily equally sensitive
towards different attacks.

C. Two-stage Stochastic Programming Model with Endoge-
nous Uncertainty

The decision framework described above can be modeled
through a stochastic programming approach involving endoge-
nous uncertainty [15], where the latter is due to the dependence
between the investment decisions made and the realization of
learning effects on the performance of different countermea-
sures. As described in Section III-B, the uncertainty structure
in the model involves a set of scenarios, each of which
corresponds to a possible combination of life cycle curve re-
alizations βoa(t) for different countermeasure-attack category
pairs. The number of scenarios is dependent on the number of
countermeasure and attack categories, as well as the number
of realization levels for each life cycle curve. Furthermore,
our framework aims to capture the learning effects on the ef-
fectiveness of countermeasures that are implemented after the
initial investment period, which are dependent on the amount
of investment made into a countermeasure category. In other
words, enough sampling needs to occur to reach a conclusion
as to where a certain category of countermeasures is on the
corresponding life cycle, and this can only be achieved by
making sufficient investment in that category. We refer to this
sufficient level of investment for a countermeasure category o
as θo. If the initial investment in a countermeasure category is
less than the threshold θo, then no information will be gained
and the second stage investments will be made based on the
life cycle structure initially assumed, although in reality the
effectiveness of the countermeasure category may be different
than these assumed levels. Given that the realization of new
information is dependent on the investment decisions made,
this implies a setting with endogenous uncertainty [16]. In
addition to these, a requirement in the formulation is that the



total investment over the planning period can not be larger
than a total available budget B.

Given these definitions, a stochastic programming formu-
lation for the cybersecurity investment problem can be ex-
pressed, where the objective function involves the minimiza-
tion of the sum of the investment costs and expected total loss-
es over the planning horizon. This represents the expectation
of the total loss under the utilization of countermeasures and
the cost of such utilization over all the stochastic scenarios. In
this white paper, we skip the details of the mathematical for-
mulation in order to maintain readability for the nontechnical
reader and also to stay within space limitations. We utilize
this mathematical optimization model to reach the general
conclusions described in the next section.

IV. POLICY ANALYSIS BASED ON PRACTICAL DATA

A. Description of Data

As part of the data gathering process, surveys were per-
formed at a partner organization, where the proposed frame-
work was observed from a practical perspective. These surveys
included questions aimed at identifying the distinct categoriza-
tions of assets, attacks, and countermeasures as described in
Section II. Based on these data collection efforts, the types of
assets, attacks, and countermeasures under each category were
listed as shown in Table I. This information can be considered
as being representative of a general cybersecurity implemen-
tation, as types of cybersecurity technologies and other inputs
are typical for most industries. Given these categorizations,
input parameters for the framework were quantified through
the results of the surveys performed, as well as other studies
in the literature. In addition, the countermeasure effectiveness
life cycle curves are created as described in Section III-A
based on the illustration in Figure 5. The span of the life
cycle curves are estimated according to product release dates
and end-of-service dates derived from the technical support
information of different countermeasure types [13], [14]. It
has been observed that preventive countermeasures tend to
have longer life cycles of around 4.5 years while detective
countermeasures have shorter life cycles of approximately 3.5
years.

In Table II we list the ratio of advanced attacks over all
attacks for different industries. For analysis purposes, the
industries are grouped into four major categories according to
the similarity of the corresponding advanced attack ratios. For
each industry category, one advanced attack frequency ratio
value is adopted to represent all the industries in that category.
We utilize this setup, and obtain some practical insights for
organizations in each category as described in the following
subsections.

B. Optimal Investment in Cybersecurity

An essential procedure in the decision process of cyber-
security investment is determining budget requirements. As
has been emphasized by [4], [17] and [18], the total required
investment budget needs to be sufficiently discussed and
demonstrated before being put into the cybersecurity endeavor.

Fig. 8: Change in expected costs as a function of cybersecurity
budget for different industry categories.
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In this section, we determine some general guidelines on the
optimal budget size for cybersecurity investments, aimed at
helping cybersecurity practitioners justify budget requirements
and enhance the efficiency of budget utilization. We especially
seek an answer to the following question: Given the type of
attacks that an organization faces, as well as the potential
losses due to these attacks, what should be the optimal level
of cybersecurity investment by the organization?

Clearly, the answer to this question is expected to vary based
on the asset and attack mix of the cybersecurity environment
that an organization operates under. These conditions differ
according to the industry and the size of the organization.
However, we find through analytical analysis that the mix of
assets as to being confidential or non-confidential does not
play a role in the optimal budget size, and that only the
total value of the assets is important. Based on this result,
we investigate how the optimal investment level would vary
as a function of the total value of assets for different types
of organizations. In our analysis, the optimal investment level
is represented as a percentage of the total value of the assets
that the organization holds. In Figure 8 we display our findings
for the major industries we consider in this paper through a
generic representation. The horizontal axis in the plot is the
cybersecurity budget and the vertical axis shows the value of
expected total cost as the sum of losses incurred by cyber
attacks plus the amount of cybersecurity investment. The
relative trend of the relationship is shown with absolute actual
values omitted to provide an illustration of the general pattern
observed for the relationship between cybersecurity budget and
total costs, as the specific size of the optimal cybersecurity
budget is dependent on the assets of the organization. In the
figure, each industry category is represented by a separate
curve, where there always exists a leveling point when in-
creasing the budget size will no longer yield a decrease in the
expected total costs. In other words, any budget beyond that
level is not cost-effective. We refer to the budget size at this
leveling point as the optimal budget size. According to the
plot, industries in Categories I and II tend to have a higher
optimal budget when compared with industries in Categories



TABLE I: Typical categorization of attacks, assets and countermeasures for cybersecurity investment

ATTACKS COUNTERMEASURES
Basic attacks: Detective countermeasures:

Keyloggers and spyware Anti-virus software
Backdoor or command control Anti-spyware software
Unauthorized access via weak access control lists Content monitoring
Unauthorized access via stolen credentials Forensic tools
Physical theft of assets Intrusion detection system software
Brutal force attack Log management software

Advanced attacks:
Abuse of system access/privileges Preventive countermeasures:
Violation of acceptable use and other policies Biometrics
Phishing Data loss prevention
Packet sniffer Encryption
Pretexting Firewall

ASSETS Intrusion prevention system
Non-confidential assets: Public key infrastructure

Point of sale server Server-based access control list
Network devices Static account logins/passwords
Database server Specialized wireless security
End-user system Smart cards and other one-time tokens
Mobile devices Virtualization-specific tools

Confidential assets: Vulnerability/patch management
Customer personal information Virtual private network
Payment card information
Off-line data

TABLE II: Attack frequency of advanced attacks over all attacks based on [10].

Industry category Industry name f2t
f1t+f2t

Category I

technology sector 0.34
finance 0.36
energy 0.42
professional service 0.43

Category II manufacturing 0.51
retail 0.58

Category III transportation 0.63
public sector 0.63

Category IV hospitality 0.92
healthcare 0.96

III and IV. However, the expected total costs under optimal
budget shown in Figure 8 converge to approximately the same
value eventually, implying cybersecurity investment towards
a satisfying performance may be more costly, especially for
organizations in Category I and II industries. Hence, for the
same level of protection, organizations in the technology,
finance, energy and manufacturing sectors have to invest more
in cybersecurity, in comparison to organizations in retail,
transportation, hospitality and healthcare sectors.

As we noted above, Figure 8 is a generic representation, as
the specific dollar value for the optimal budget size is a func-
tion of countermeasure costs. Hence, we express the optimal
cybersecurity budget size for a given organization as a function
of the estimated cost of perfect asset protection (ECOPP) for
that organization. The term ‘perfect protection’ in this context
implies that a very high percentage of the maximum possible
total loss is avoided. In Figure 9 we present the curves showing
the optimal budget size as a function of the estimated cost of
perfect protection for different industry categories. This figure
serves as a reference for industry practitioners to estimate their
optimal budget, where they would first determine the estimated
costs of perfect protection in terms of a multiple of potential
total losses that they can incur, and then find out where

Fig. 9: Optimal budget size as a function of the estimated cost
of perfect protection.
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they lie in the curve shown for the corresponding industry
category. While the estimates of cost of perfect protection
is likely to vary for each organization, a relative ordering
of industry categories can be made in terms of how costly
perfect protection would be at a general level. According to



Fig. 10: Budget allocation over countermeasure categories
for different industries: Percentage of investment on detective
countermeasures.
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[19], the finance and energy sectors suffer the highest costs due
to cyber attacks while several other industries like hospitality
and healthcare incur relatively lower costs. If the purchase
price of countermeasures is assumed to be the same for users
from all industries, the organizations in finance and energy
fields, where potential total losses are higher, are likely to
lie to the left of horizontal axis in Figure 9, where perfect
protection costs are measured as a percentage of the potential
total loss. The opposite is likely to hold for most organizations
in the hospitality and healthcare industries, where potential
total losses are relatively lower and thus ECOPP is higher
when defined as a multiple of potential total loss.

As shown in Figure 9, the optimal budget size is not a
monotone function of ECOPP. It first increases, and then drops
down after reaching a maximum level, the value of which
varies for each industry category. Hence, a general observation
is that the higher the ECOPP for an organization, the higher
the optimal budget, as long as ECOPP is less than twice the
potential total losses. As also indicated in the plot, industries
from Category I and II have relatively higher optimal budget
levels across all the ranges of perfect protection costs. The
highest optimal budget for Category I and II can reach up to as
high as around 37%, while Category III has its highest optimal
budget level around 34% and Category IV around 30%.

C. Optimal Allocation of Cybersecurity Budget over Counter-
measure Categories

In this section we investigate optimal budget allocation
policies for different industries, which are distinguished based
on the type of cyber environment that they operate in. Given
these different cyber environments, the general question that
we try to answer in this section is: what should be the
optimal allocation of budget over detective and preventive
countermeasures for different industries?

We show in Figure 10 the optimal allocation structure
identified for different industry categories. The vertical axis
shows the percentage of investment on detective countermea-
sures in the first stage, and the horizontal axis corresponds to
different industry categories aligned in the order of the ratio

of basic attacks over advanced attacks faced. The reason for
the consideration of the first stage investment level here is
that the decision maker can always resolve the model based
on a rolling horizon, and apply the results from the first stage
decisions. It can be observed that when all other conditions are
as described for the two kinds of countermeasures, the correla-
tion between cyber environment and the investment structure
is obvious: when basic attacks are more prevalent, the or-
ganization should invest more on detective countermeasures.
For industries where advanced attacks dominate basic attacks,
the organization should allocate more resources on preventive
countermeasures. This finding is partially in line with the
suggestion by [20] that organizations are better off by focusing
more on detections and avoiding overemphasizing preventive
measures. Nevertheless, we particularly note here that such
suggestion does not apply to industries in Category IV, such
as hospitality and healthcare industries, which typically face
a higher rate of advanced attacks. For the rest of the industry
categories, higher proportion of preventive countermeasures
does constitute a better investment strategy as also suggested
by [20] and [21]. More specifically, organizations in finance,
energy, and technology sectors should invest about twice more
in detective technologies than preventive ones, corresponding
to an approximate split of 65% versus 35%, while this rate
should be around half for most other industries.

V. CONCLUSIONS

In this paper we develop a general framework for cyber-
security investment decision process, and use a stochastic
optimization model to identify certain insights for improved
budget allocation decisions. It is intended that the proposed
framework and modeling will serve as an important step to-
wards a complete approach to practical decision making in this
inherently complex and dynamic application area. The models
developed cover a wide range of high-level considerations by
cybersecurity decision makers, and the data-based analyses in
the paper provide some relevant insights for a wide range of
industries.
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