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Overview 

Model Framework Two Stage Model with Risk 

Cybersecurity Investment Decision Process  

The three 

components are 

each grouped into 

two  high level 

categorizations on 

a high level. An 

illustration is 

shown in the figure 

on the right. 

The effectiveness of 

countermeasures is 

assumed to have 

diminishing marginal 

return in terms of 

monetary investment 

levels. 

We address two key cybersecurity decisions for a firm: 

• How much to invest on cybersecurity?  

• How to allocate available resources over different 

countermeasure categories?  

The roles that these decisions play in the cybersecurity 

investment process of a firm are illustrated in the figure 

below. 

Risk is brought by 

uncertainty about 

countermeasure 

maturity in its 

effectiveness 

lifecycle. A learning 

period is involved. 

Major Findings 

We develop the following structure which incorporate three 

components: assets, attacks and cybersecurity 

countermeasures with parameters designed to describe their 

inter-relationships. 

The distributions 

of attack types 

and assets would 

vary for different 

types of firms. 

The conclusions 

and insights 

obtained by 

studying these 

ten industries can 

Effectiveness & Investment Level 

Estimation of Realized Losses 

Countermeasures are 

conceived as layers of 

fences, through which the 

attack infiltrates but gets 

weakened. 

 

shed light on a great variety of firms based on the cyber 

environment and protection objectives they operate under. 

 

LL:  

Large Asset Size - 

Low Exposure 

SH:  

Small Asset Size - 

High Exposure 

SL:  

Small Asset Size - 

Low Exposure 

 

LH:  

Large Asset Size - 

High Exposure 

Firms can be categorized 
based on asset size and 
exposure to cyber 
environment: 

• It is in the firm’s best interest to utilize an optimal budget size 

which depends on the industry setting and maximum potential 

total loss. 

• For the same level of protection, firms in the technology, finance, 

energy and manufacturing sectors have to invest 15% higher than 

the other industries, as shown in the figure below. 

• Firms in finance, energy, and technology sectors 

should invest about twice more in detective 

technologies than preventive ones, 

corresponding to an approximate split of 65% 

versus 35%. 

• This rate should be 

around half for most other 

industries. 

• A gradual investment strategy over a budget period is better than 

early utilization of  the budget at the beginning of this period. 

• The optimal policies are 

relatively of more value for smaller firms than larger firms. 


